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) The cybersecurity job market is hot! See why 5 million leamers began their journey with our free Intro to Cybersecurity course.

Learn the
technology, land v
your dream job.

Ready to begin, change, or propel your career? Cisco Networking
Academy offers certification-aligned courses in topics like cybersecurity,
networking, and Python.

4

20.5 million 29.700 11.700 190 95%
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Ready to begin, change, or propel your career? Cisco Networking
Academy offers certification-aligned courses in topics like cybersecurity,
networking, and Python.

4

20.5 million 29.700 11.700 190 95%
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Courses / Cisco Packet Tracer

Cisco Packet Tracer

View courses

Introduction

Englsh - Login~

it Hotwork
cisco o

Cisco Pac

Gain real skills with our
networking, o, and cyb)

Download Packet Trace
Packet Tracer Courses

Introduction

This course is now improved and available on a
new website. Making it more engaging and
efficient for you.

You will be redirected to the Skills For All with
Cisco website. Once there, enroll in a Cisco
Packet Tracer course to download the software
and get started.

If the window hasn't opened, select this link: | Skills For All

English Log In
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-y [T] Q Search Catalog Teach with us @E" ®
Cisco Packet Tracer

Practice networking, loT, and cybersecurity skills virtually with Cisco Packet Tracer, our
powerful simulation and visualization tool. To download the latest version, enroll in our
short Getting Started with Cisco Packet Tracer course today.

L

(" English (English) )

Practice Real Skills. Virtually.

Deepen your understanding of how a network works, and step into the virtual lab to build your own! With Cisco Packet Tracer, you can watch how
data travels across your network using Simulation Mode, or practice setting up your own device rack and cables in Physical Mode. Once you are
ready, expand your simulations to analyze network traffic, add Internet of Things (loT) devices, integrate Python code, or practice network
automation skills. New to networking? No problem. Cisco Packet Tracer enables a suite of tutored activities that give you hints along the way, if
you want them. Packet Tracer Tutored Activities are currently available for select courses

With over a million users across the globe, you will find a vibrant community to share network designs, ideas, and more. Best of all, it's free!

Cisco Packet Tracer is a powerful tool - let us help you be successful with updated features, tips, and best practices. Enroll in our short
t t t course to download the latest version.

All Content o

(1.0) dsa

(0).1) J8dll 4 WS Get Started e sl AT

alial
€isco’ Acade

tking @ Sevich Cotwion Teachwithus  (HEN ()

Catalog > Getting Started with Cisco Packet Tracer

Getting Started with Cisco Packet Tracer

This course is part of the Leaming Collections - Cisco Packet Tracer

Your on-ramp to Cisco Packet Tracer. Get familiar with the simulation environment and
download the latest version

Portugués, YKpaiKcuxui.

(" engiish (English) Get Started

Overview Curriculum ﬁ ® unn

FREE 2 HOURS BEGINNER  SELF-PACED
Meet our innovative network simulation and visualization tool, Cisco Packet Tracer. This
virtual lab is an interactive way to practice networking, loT, and cybersecurity - no hardware
required! This course introduces you to the Cisco Packet Tracer simulation environment
Achievements

Learn how to use Cisco Packet Tracer to visualize and simulate a network using everyday
examples. Practice your skills with interactive virtual lab activities, and hone your problem-
solving skills, too. Get valuable tips and best practices and gain confidence to use this
powerful tool in later courses or for your own practice.

(1.3) s
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https://skillsforall.com/course/getting-started-cisco-packet-tracer

C ald Clua oLi)

L(0.Y) JSal L WS Sing Up e baial Gala cilua sLEY )

Build Your Skills With Cisco

Pursue real career paths through instructor-led courses taught by
experts and free, online courses backed by Cisco's expertise.

4

Academy

& Goback

@ English (English) v
Welcome!

Please login to your account

Email

Remember me Forgot Password?

Or continue with

 Google
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Build Your Skills With Cisco

Pursue real career paths through instructor-led courses taught by
experts and free, online courses backed by Cisco's expertise

Academy

& Goback
@ English (English) v

Sign Up

You'll be able to start classes as soon as you sign up.

Sign up with

G Google

Create New Account

First name Last name
Aol 1 ™
Email

201.¢5.2024@gmail.com

Password
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Email: Aol.Cs.2024@gmail.com

Password: @A0l123456
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Terms & Conditions

Terms and Conditions for Use of Cisco Networking Academy Websites and Services

1. Background.The sites NetAcad.com and SkillsForAll.com are websites (*Websites") within the Cisco Networking
Academy Program (*Program’). Cisco operates and provides access to a range of Program related websites and
microsites accessible to users (including students, nonstudents and alumni) who have a Cisco Username and
Passwords. Websites contain content relevant to the Program and are also designed to enable social networking
and collaboration (“Services”) among users. The Services enable a user to create personal profiles (each, a
"Profile’) that can be searched and viewed by other users. The Services also support discussion forums, chat,
electronic messaging, survey tools, blogs, wikis or other collaborative iools that Cisco elects to make available in
its discretion. Cisco may modify, enhance, restrict or terminate Websites and Services in its discretion at any
time and without notice.

The Program operates in accordance with global privacy laws, including laws that impact children's
privacy. Registration or use of the Program is not intended for children. For the purposes of the Program,
we consider an individual to be a child if the applicable law limits the processing of an individual's
personal data because the individual is under a certain age (for example, individuals under 13 years of age
|t have read and agreed to the terms & conditions. *

| would like ta receive communications and updates about the program, includin
earming offerings from Cisco Networking Academy. | understand | can unsubscribe at any
ng Acade

(V) 4) dsal B LS Scroll To Begin e baally Jaeatll Josi (A

“seh Nwemns - Getting Started with Cisco Packet Tracer gl
Course Outline 2 Resources 1.0. Install Cisco Packet Tracer ¢ Q BHw S
Module 1: Download and Use Cisco Packet
e B8
1.0. Install Cisco Packet Tracer 0/s 1 0 Install cisCo packet
1.0.1 Video - Welcame to Geting Started with Tracer

Cisco Packet Tracer
1.0.2 First Time in the Course

1.0.3 Download Cisco Packet Tracer
1.0.4 Why Shouid | Take this Course?

1.0.5 Video - Overview of Cisco Packet Tracer

1.1. The Cisco Packet Tracer Interface /s

Module 2: Create a Cisco Packet Tracer
v 3
Network Scroll to begin €

Getting Started with Cisco Packet Tracer
Course Final Exam
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‘el Aeennd Getting Started with Cisco Packet Tracer 0] 8¢
[E) Course Outiine B Resources =¢ 1.0.3 Download Cisco Packet Tracer ¢ Q BHw |/
Module 1: Download and Use Cisco Packet
Tsar B8
20 1.0.3 Download Cisco Packet Tracer
1.0. Install Cisco Packet Tracer 2/s

1.0.1 Video - Welcome to Getting Started with
Cisco Packet Tracer

o0

1.0.4 Why Shouid | Take this Course?

1.05 Video - Overview of Cisco Packet Tracer

Module 2: Create a Cisco Packet Tracer

Network

Getting Started with Cisco Packet Tracer Q

Course Final Exam

1.0.2 First Time in the Course

1.0.3 Download Cisco Packet Tracer

The Cisco Packet Tracer Interface 0rs

To obtain and install your copy of Cisco Packet Tracer,
# please follow the instructions from the link below:

(V.))) Jss

(V.VY) Sl A WS Jaanill eaid &l Jurdis alad 530 5 )

alitli, Networking
cisco. Academy

Learning Resources

Cisco Packet Tracer

Cisco Packet Tracer

Cisco Packet Tracer, an innovative

network configuration simulation Step 5. Cisco Packet Tracer will launch and you are ready to explore its features.
tool, helps you hone your If you need more guidance, please follow the C
networking configuration skills

from your desktop. Use Packet

Tracer to experiment while System Requirements:
building, managing & securing
infrastructures Computer with either Windows (10, 11), MacOS (10.14 or newer) or Ubuntu (20.04, 22.04) LTS operating system,

amd64(xB6-64) CPU, 4 GB of free RAM, 1.4 GB of free disk space

Q_ Search Catalog My Leamning @E" @ @ Bl

RN < -

To obtain and install your copy of Cisco Packet Tracer, please follow these simple steps;

Step 1. Download the version of Packet Tracer you require.

Packet Tracer 8.2.2 MacOS 64

Packet Tracer 8.2.2 Ubuntu

Packet Tracer 8.2.2 Wi
Step 2. Launch the Packet Tracer install program.
Step 3. Launch Cisco Packet Tracer by selecting the appropriate icon.
Step 4. When prompted, click on Skills For All green button to authenticate

co Packet Tracer Down and Installation Instructions

(.Y) Jsi
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Physical Config | Desktop  Programming  Atributes
FastEthern
GLOBAL astEthemet0
Settings Port Status on
Algarithm Settings Baniuidh oy
INTERFACE
Duplex Auto
FastEthernet0
Bluetaotl h MAG Address 000C.857D.9286
IP Configuration
DHCP
O static
1Pv4 Addrass
Subnot Mask
IPv8 Canfiguration
Autom:
© stat
1Pv6 Adds i
Link Address: FEB0. FETD:9286
Top
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GLOBAL
Settings Port Status on
Algorithm Settings Bandwidth Auto
INTERFACE
Duplex Auto
FastEthernetd
MAC Address 000C.857D.8286
IP Gonfiguration
DHCP
0 static
1Pvd Address 192.168.1.10
Subnet Mask 255.256.255.0
IPv6 Configuration
Automatic
D static
1Pv8 Addross
Link Local Address: FEB0:20C 85FF FE7D9286
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: Router wlalae) oy

lihe Router o) W iy Cua Router oe @l slaa 3380 W jelas Router (Ao a5l aie
7)) S8 LS G gie

2§ Device Wame: Routero

Rof Custom Dewice Model: 2811 10815
Hostname: Router
Port Link VLAN TP Address IEvE Address MAC Address
PastBtnernetn/o__ Down < 0060.2P5D . 3801
Down __—- <not set> <not setr 0060.2P5D . 3802
Viani Down 1 <not set> <not set> 000A.4184.0422

Physical Location: Intercity > Home City > Corporate Office > Main Wiring Closst > Rack > RouterD

PCPT  PCPT -
PCPT
PC3 Pt S

(. ) s
8l Q5 ASpd IS Skl SR 5 iy Ladie ¥ Aylyy b 45 sie 5 Router Jsiadl 13
(¥, ) Sl 8 LS 33l L elal 5igh 1 e Janual

o

# Router0 X

Config
A

MODULES
NM-1E
NM-1E2W
NM-1FE-FX
NM-1FE-TX
NM-1FE2ZW
NM-2E2W
NM-2FE2W
NM-2W
NM-4A/S
NM-4E
NM-8A/S
NM-8AM
NM-Cover
NM-ESW-161
HWIC-1GE-SFP
HwWIC-2T
HWIC4ESW
HWIC-8A
HWIC-AP-AG-B
WIC-1AM

cL

Attributes

Physical Device View

Zoom In Original Size Zoom Out

Customize
Icon in I
Logical View

Customize

)
Icon in ™ "i
Physical View

The NM-1E features a single Ethernet port that can connect a LAN backbone which can also
support either six PRI connections to aggregate ISDN lines. or 24 synchronous/asynchronous
ports.

[ Top

(¥ ) s
(7. 7) 8 4 g LS Al sl U ekl config 435l e il

(m]

P Routerd X

Physical cu

GLOBAL
Settings

Attributes

Global Settings

Y'Y

Algerithm Settings
ROUTING
Static
RIP
SWITCHING
VLAN Database
INTERFACE

FastEthernet0/0

FastEthernet0/1

Display Name  Router0

Hostname Router

NVRAM Erase Save

Startup Config Load... Export...

Running Config Export... Merge...

Equivalent I0S Commands

Router>enable
Router#

Router (config-if)#

$LINEPROTC-5-UFDOWN: Line protocol on Interface FastEchernet0/0, changsd state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

Routerfconfigure terminal
Enter configuration commands, one per line.
Router (config) #interface FastEthernet0/0

End with CNIL/Z.

[0 Top
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= Wwal LS ) ?JS‘; A Mg Aaldll FastEternet0/0 4say Ao yan 338Ul o2 (e
(Y. ) S A ga LS 3MG W jedadl salid) JEW)

B Router0 - [m] X

Physical Cnnﬁﬁ CLl  Attributes

GLOBAL FastEthernet0/0
Settings
Algorithm Sittmgs ort Status [Jon
andwidd T00 Mbps . 10 Mbps uto
ROUTING Duplex Half Duplex ) Full Duplex [ Auto
Static MAC Address 0060.2F5D.3601
RIP
SWITCHING (P Configuration
VLAN Database 1Pud Address
INTERFACE Subnet Mask
FastEtherneto/0
FastEthernet0/1 Tx Ring Limit 10

Equivalent I0S Commands
%EINR—S—C‘HEN‘GEB: Tnterface FastEthern: . changed state to op

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
shutdown

Router (config-if)#

3LINK-5-CHANGED: Interface FastEthernet0/0, changsd State to administratively down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to down

Router (config-if)#exit I
Router (config) #interface FastEthernec0/0
Router (config-if)#

[ Tep

(7€) ose

o Ll Jleall Jsis 2 de Jl Subnet mask s ipd O sie s ke Sleadl Al Uia T
Ml A o) Cus Router 4 gim p 58 o gliall LS Jis A& Router Juads aay ¢« 3aal 55 53 On
HosSt ¢ 8 ity s Ly Jua sall 4S50 Network Address o 334, FastEternet0/0
Enter Sle bl & P4 o) sic 4S5y a5 40 gald o sie 24l 43l s Address
Ol sie Ll eday lSa (ol (A JLia¥) ) e dacall g pdsall el jmd ol iliall da )

(Y. 0) J8ll 4 s LS Wil Subnet mask

B Router0 - [m] X

Physical Cunﬁg CLI  Aftributes

GLOBAL FastEthernet0/0
Settings
Port Status >
Algorithm Settings — e
RouLNG Duplex Half Duplex € Full Duplex (& Auto
Static MAC Address 0060.2F5D.3801
RIP
SWITCHING IP Configuration
VLAN Database IPv4 Address ————————————p 192.168.1.20|
INTERFACE Subnet Mask —————————— 2552562660

[ FastEtherneto/o
FastEthernet0/1 Tx Ring Limit 10

Equivalent 108 Commands
'QEINR'E_CW = T Interface FastELRernet0/0, changed state Lo up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEcthernet0/0, changsd state to up
ip address 192,168.1.20 255.255.255.0

% Invalid input detected at '~' marker.
Router>ip address 192.168.1.20 255.255.255.0
% Invalid input detected at '™' marker.

Router>

[ Top
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? Router0 -

Physical Cnnﬁﬁ CLI  Attributes

A
GLOBAL FastEthernet0/0
Settings
Port Status n
Algorithm Settings A—— oo » ;
B e Duplex Half Duplex ©) Full D 0
Static MAC Address 0060.2F5D.3801
RIP
SWITCHING IP Configuration
VLAN Database 1Pt Address 192.168.1.20
INTERFACE Subnet Mask 255.255.255.0
FastEthernet0/0
FastEthernet0/1 Tx Ring Limit 10

Equivalent |08 Commands

Router>enable

Router§

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z. |
Router (config) #interface FastEthernec0/0

Router (config-if)#

O Top

(7. ) s

Router e <@l xie Jaadl V) ASuill (alal) il dae (e Ll Of 2
IP Address W »lss Up FastEternet0/0 e s o) Cus Sl slaall 3280 W e s
LS el sl W jeday AV Jeasall o)) o (8 el 5 sl o gl Jlicai) Al <y

(7. V) JSa)

/’

28| Device Name: Router0
Roul custom Device Model: 2811 I0S15
Hostname: Router

Port Link VLAN IP Address IPv6 Address MAC Address

FastEthernet0/0 Up —— 152.168.1.20/24 <not set> 0060.2F5D.3801
FastEthernet0/1 _ Down _ -- <not_set> <not set> 0060 .2F5D.3802
Vlanl Down 1 <not set> <not set> 000A.4184.0422

Physical Location: Intercity > Home City > Corporate Office > Main Wiring Closet > Rack > Router0

(7. V) s



A8 Ay () Biiall ol gl ki 1S i (S oy ) Sl
config 338U LS cilalac ) 3380 W jelail Router e &l a 5
(T A) dsall i LS 3l U jedail FastEternet0/1 4si e i shal L) el

¥ Router0 = [m] X
Physical _Config  CLI  Attibutes
GLOBAL FastEthernat0/1
Settings
T Sg = ort Status Jon
gonthm SeTENGs | | Sar it 700 Mbps | 10 Wbps B Auto
ULl Duplex Half Duplex Full Duplex &g Auto
Static MAC Address 0060 2F5D 3802
RIP
SWITCHING EC I
VLAN Database R
INTERFACE Subnet Mask |
FastEthernet0/0
FastEtherneto/1 Tx Ring Limit 10

Router>enable
Router#

Router (config-if) #

Router (config-if) #

Equivalent [0S Commands

Router#configure terminal
Enter configuration commands, one per line.
Router (config) #interface FastEchernecd/1

Router (config-if) fexit
Router (config) #interface FastEthernet0/1

End with CNTL/Z.

[ Top
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A4S 5 danall Jaaliy o 535 42 )6 Subnet mask s Ip4 Address s slikse diidl dla Gl aadl
5 b i sl () i FASHEEMEt0/Tiio Loy 1o yall ASuly (alal) o) 5
(T 9) JSE LS 4y pala ) sie 2kl 5 S5 Eus Host Address

? Router0 - m] X
Physical CL  Attributes
GLOBAL FastEthemet0/1
Settings
Al th SQ tti Port Statu: > on
gonthm SeEtings | | gandwidth 100 Mbps () 10 Mbps [ Auto
ROUTING Duplex Half Duplex Full Duplex &4 Auto
Stanc MAC Address 0060 2F501 3302
RIP
SWITCHING IP Configuration
T 1Pvd b 192.168.2.20
INTERFACE Subnet Mask —» 255265 2550
FasteEtherneto/0
[ Fastetherneto/1 | Tx Ring Limit 10

Equivalent I0S Commands
-éﬁ—nutsr

Router#configure terminal

Router (config) #interface FastEthernet0/1
Router (config-if) #no shutdown

Router (config-if)#

$LINK-5-CHANGED: Interface FastEthernet0/1

ip address 192.168.2.20 255.255.255.0

Routex (config-if)#

Enter configuration commands, one per line.

, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

Router (config-if) #ip address 192.168.2.20 255.255.255.0

End with CNTL/Z.

(7. %) sz

il sleay 3380 L ekl Router Ao <asdsll 2y aslil g clalae W) Jadad 32801 3308 ) oy @lld 2ay
G5 |p Address olsie s Up agills poddiall o) G (Y, 1V +) JSA) 8 LS Router Ala

Yo

=¥ sl il (S Jagall oyl jad g



2{ Device Name: RouterD
Roy custom Device Model: 2811 T0S15
Hostname: Router

Port Link WVLAN IP Address IPv6 Address MAC Address

FastEthernet0/0 Up —= 192.168.1.20/24 <not set> 0060.2F5D. 3801
FastEtherneto/1 Up —— 192.168.2.20/24 <not set> 0060.2F5D. 3802
Vlanl Down 1 <not set> <not set>» OODA.4184.0422

Physical Location: Intercity > Home City > Corporate Office > Main Wiring Closet > Rack > Router0

(T 1) s

: Default Gateway <halae) by

Router L Juai dadi Al o4 5 Router (8 Wisse o3 Al 28U Ly aaly g saall 2l 5
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Config  Desktop  Programming  Attributes

MODULS Physical Device View

WMP300 Zoom In Original Size Zoom Qut
PTHOST-HMHAM
PTHOST-NM1CE

PTHOST-NM-1CFE |:|

PT-HOST-NM-1CGE
PT-HOST-NM-1FFE
PT-HOST-NM-1FGE

PTHOST-HM-1W
PTHOSTAM-IW-A E °
PTHOST-NM-AW-AC
PTHOST-NM-3G/4G
PT-HOST-NM-COVER —
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PC1,PC2 ASuill i & s 5all 3 gl

® pco

Physical Conﬁs Desktop

Programming  Attributes

GLOBAL
Settings
Algorithm Settings
INTERFACE
FastEthernet0
Bluetooth

Global Settings

Display Name PCO

Interfaces FastEthernetl

Gateway/DNS [Pvd
() DHCP
O Static

Default Gateway 192 168 1.20] I

DNS Server

Gateway/DNS |PvE
() Automatic
O Static

Default Gateway

DNS Server

(Y. \Y)JS.&

B pc3

Physical Cnnﬁﬁ Desktop

Programming  Attributes

GLOBAL
Settings
Algorithm Settings
INTERFACE
FastEthernet0

Global Settings

Display Name PC3

Interfaces FastEthernet0

Bluetooth

Gateway/DNS [Pvd
O pHeP
O Static

I Default Gateway 192.168.2.20 I
I

DNS Server

Gateway/DNS [Pv6

() Automatic

© static

Default Gateway

DNS Server
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cisco los command line modes

¥ Router0 - O X

Physical ~ Config  CLI  Aftributes

108 Command Line Interface

-~ 2511\ System Bootstrap,] Version 12.1(3r)T2, RELEASE SOFTWARE (fcl)
Router0 Copyright (c) 20 by cisco Systems, Inc.
cisco 2811 (MPCE{0) processor (revision 0x200) with 60416K/5120K bytes of
memory

Readonly RCMMON itialized

program load complete, entry point: 0x8000f000, size: 0xc940
program load complete, entry point: 0x8000£000, size: 0xc940

program load complete, entry point: 0x3000f000, size: Ox3edl338
Self decompressing the image

[CK]
Smart Init is enabled
smart init is sizing iomem
ID TYPE MEMCORY_ REQ
0003E7 0X00474800 C2E11 Mainboard

0X0014B430 Onboard PVDM2 SIMM
0X00264050 Omboard VPN
0X0000Z1B8 Onboard USB
00038E 0X000BBEOD Service Engine AIM
[r— 0X002C29F0 public buffer pools

_ 0¥00211000 public particle pools
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Ciliban ) Gy ariiuall e 4lall 53 3n0 el gl e (s siall 138 (s 5in05 O
) wy aadiiall aia gl 13 ey Y 5 Jadh Al A8 el el 5l A J a5
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S Jsmasl) (S Vg alail (Jsaal) i) Aol Abai 58 (5 siusall 138 lalae Y (pa
(6 sl 138 DA (0 V) (5 AV alail) il giase
exXit Y iSs o) Ladd 8 (g il 138 ez s Al o
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& summary of U.5. laws governing Cisco cryptographic products may
ke found at:
http://www.cisco.com/wwl/export/crypto/tool/stgqrg.html

If you require further assistance please contact us by sending
email to
export@cisco. com.

cisco ISR4331/K% (1RU) processor with 1795999K/6147K bytes of
memory.

Processor board ID FLM232010G0

3 Gigabit Ethernet interfaces

2 Serial interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

3207167K bytes of flash memory at bootflash:.

0K bytes of WebUI CDM Files at webui:.

Press RETURN to get started!

Routers o
(T, VA) J<s

(Privileged Exec Command) e

S [ je Sy dgdy Hpalall aodiially ald 525 JEN 5 giuall 58 1 o
cmaail s el Sleadl (5 sS5 (pe Alaliial 42 329 5 350 ,lL dualal) e sleall
Abaaisale) o Sleall i saleY s Leadta) 5 cUadY) CaliSin) o jleall sUasl

285 51k ge User ¢ siuwe (0 Y sl I8 () Jsasll (S Y5 0
ia ) (e enter e baxall &5 CLI 4gals 8 e¥) ALK 3 a5 enable
A7.19) JSa 8 s LS S (5 sl (8 andial) AUl sy silall

s sisall 132 (e = 5 )all s Router# < b Privileged o siwe aai (S 13l o
(7. Y ) a4 s WS User s siwa 33 52ll eXit e i)

(® Router12 - a X

Physical ~ Config  CLI  Aftributes

105 Command Line Interface

T COMDIV WITH U.S. =N IOCEL IEWE, TSTUTN ALY DIoOusT INMEaISTEIV.

A summary of U.S. laws governing Cisco cryptographic products may be found
atc:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4331/K9 (1RU) processor with 1795999K/6147K bytes of memory.
Processor board ID FLM232010G0

3 Gigabit Ethernet interfaces

2 Serial interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

3207167K bytes of flash memory at bootflash:.

0K bytes of WebUI ODM Files at webui:.

Press RETURN to get started!

Router>enable
Router#

Copy Paste

(Y. V9) s



? Router11

Physical ~ Config  CLI  Attributes

RouTerscxit <

Router conl i= now available

Press RETURN to get started.

Routers>

(. ¥0) s

(Global configuration mode) e

O S Aaaiinaal) el Y1 (5 sinsall 138 Ganaly aafiall adiially Gald (s sl 1 o
afay oy dnd B Glalae) (5 585 axdiuall (S Y (5 sl 138 (a5 Sl
8 4alie Cladlall JS ol Cua Lida ol Lgaas o A0l cilalac ) ues Lial
5 sl 128

a2 LS IS e " config terminal” el aasiul s siwall 138 ) Jsaall o
b WS milidl da 1 o enter e el &5 Privileged g A4 <Y
(L YY) g

3 A o« Global configuration s sive w3 (S 13 o
.Router(config)#

9 LS Privileged s siwe I 32 2l exit ¥ iS) (s siwall 138 e z 5305 o
AT YY) Ja b

&
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‘? RouterQ

Physical Config CLI  Attributes

105 Command Line Interface

ILINEPRCIC-S-UPDOWH: Lilie pIotocol ol INLcIlace FasSCELnEIneLUr U,
To up
$LINEPRCTC-5-UPDOWN: Line protocol on Interface FastEthernetd/1,
to up
Router>?
Exec commands:
<1-99> Session number to resume
connect Open a terminal connection
disakble Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
logout Exit from the EXEC
ping S5end echo messages
resume Resume an active network connection
show Show running system information
ssh Open a secure shell client connection
telnet Open a telnet connection
terminal Set terminal line parameters
traceroute Trace route to destination
BEonterzenable
Router#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Roa:er[config)ﬂ

Changed State

changed state

(Y. Y\)JS.\Z

B Router11

Physical ~ Config  CLI  Attributes
—

10S Command Line Interface

TOTIECT UpEIT & TErMINal CoTmMeCctIon
CcOopY Copy from one file to another
debug Debugging funcrtions (see also 'undebug')
delete Delete a file
dir List files on a filesystem
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
erase Erase a filesystem
exit Exit from the EXEC
logout Exit from the EXEC
mkdir Create new directory
more Display the contents of a file
no Disable debugging informations
ping Send echo messages
reload Halt and perform a cold restart
resume Resume an active network connection
rmdir Remove existing directory
Routerf{configure terminal <
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fexit d—
Router# d—
%5Y5-5-CONFIG_I: Configured from console by console

(Y. YY) Js&




p g dilise Ao Gl sis ) Global configuration s siwe s (S

Line Configuration Interface Configuration

pxiusally paldl) (5 slue e (S gy s | addiually (alad) (5 Slae (0 (P s A
Jaads ilalae ) Jaaad aodaind 4 g aagiall | ) I 28l cilalae ) Jaaed apdaiod 48 g aasial)
Lalall il )l dalia any g il ) GAY) Slalac Yl any g Ledaa <l LA

6 AV Clalac Y (g s Ledania <l LA

line console <Y Sl pa gl ) Jsaall | interface »Y) S pa gl A1 Jsaall
Global configuration ¢ siwal Jala | Global s siwedl Jaly didl anl @ g s
configuration

Line (s siwe 2aad ey 1) Interface o siue 23 (Say 1)
J2a o Configuration J3a ¢ Configuration
Router(config- line)# <l Router(config-if)#

3252l exit Ja¥) iiS) pzall ez s Ally | 3ol exit W) S| pa gl e 5 AL
S sasall end eY) 5) il g ll ) S sasall end el 5 Gl sl
5 xilw Privileged g 5 yilw Privileged @5

Adliaal gl W) (¥, YY) JSA) 13 (adly (5 5iwe JS) Cisco 10S !5

User EXEC Commands - Router

ping

show (limited)
enable

etc..

Privileged EXEC Commands - Router#
all User EXEC commands

debug commands

reload

configure Global Configuration Commands - Router{config)#
o hostname
enable secret
ip route
interface ethernet (\ Interface Commands - Router(config-if)#
serial ip address
bri ipx address
etc... encapsulation
shutdown / no shutdown
etc...

/
router  rip <\Rnnling Engine Commands - Router{config-router)#

?Spf 2 network
erp version
ete... auto-summary
etc.
line vty ( Line ( Is - Router(config-line)#
console Y password
etc... login
modem commands
etc...

(Y. YY) Js

&y



el YA 5 )k

i enter Gle bl &5 ¢ Aadle s 4l dlle b JS (5 siue IS0 el 5Y1 e a2l )
V&) JSal LS A g prall el Y1 AWIE 8 e¥) and ol Jla el Coslhaall Y1 ek

(¥,

? Router0

Router

Exec commands:
<1-98>
connect
disable
disconnect
enable
exit
logout
ping
resume
show
=sh
telnet
terminal

Session number to resume

Cpen a terminal connection

Turn off privileged commands
Disconnect an existing network connection
Turn on privileged commands

Exit from the EXEC

Exit from the EXEC

Send echo messages

Resume an active network connection
Show running system information

Cpen a secure shell client connection
Cpen a telnet connection

Set terminal line parameters

traceroute
Router>
Routers

Trace route to destination

Comys

Daoctr

(Y. Y¢E) Jsa

JSell ekl € dadle o (b a5 s Jl S ) (8 eV UK ot Jls (8 Y
(T, YO) JSall b LS & i€l Cag pally fass 3l el 5Y)

? Router0

Press RETURN to

Router>enable
Router
show
Router#sh
Router#sh0w|

get started.

Cnome

Paste

(Y. Yo) Jss

da ) e tab e Ll &8 Y1 Cag pall s a1 AES 8 ek JLsY) -y
ekl tab e arall 23 A S (e 0 ya Js) A0S a3 (7, V) JSEN L8 LS il

¢e

ALl ALK



¥ Router0 — ] X

Routerrenable

Router#sh?

show

Router#sh

Router#s

Router#s

Router#sh

Router#show ip inter I
Router#show ip interface br

Router#show ip interface brief

(Y. Y1) Jli

LY AU 2y (5 e (gf By el JSAida gy CLI al sl (am

show Ip interface brief _<¥! ()

a yuu 1) Agal sl IR (e e 3 g3l i) Wllie YA (g Sleal 38l e slaa (pia o]
Taall 5 5e¥) S5 Spaall andiedl) (s st G JEY) 5 i ) L Cli deal s ole il

Adnall Al 4l gie g el andy (T, YV) U0 3 LS dagiil) el mliall da ) (10 enter e

¥ Router0 — a X

Physical ~ Config  CLI  Attributes

|0S Command Line Interface

Press RETURN to get started.

Router>enable
Router#show ip interface brief
Interface IP-Address OK? Method Status

Protocol

FastEthernet0/0 192.168.1.20 YES manual up up
FastEthernet0/1 192.168.2.20 YES manual up up
Vlanl unassigned YES unset administratively down down

(Y. YV) s

No Ip domain-lookup _<¥! (Y

Giny 4S8 Uadll gl A0S die o) Can DLIAY (4 geaill dallas sk je¥) 138 adiing

¢o

staas Ip Ol sie Wl e by allail) () canall 5 Uad 4alSH (b o)l 5 dallaall o sla i
Dbl (5 shunn b oY) A Li€ay (3 yianall 5l (po iy ALty ARSI e iyl
(¥, YA) JLal) b LS asid) aadtdly



? Router0

Router>enable

Router#conf t

Enter configuration commands, one per line.
Z.

Router (config)#no ip dom

Router {config) o ip domain-lookup

Router (config) #
Router (config)#$
RDJEEI(chfigJﬂ

End with CNTL/

(Y. YA) J

hostname <Y (¥

Al 223 tsall (5 gine 8 Slead) sl g siia V) €I gl b Jleadl el pail aadiy
(Y. Y9) Jsall 4 LS 112 J) Router cx s Jleall aul o a3l enter e bl &

? Router0

Press RETURN to get started.

Router>enakble

Router#conf t©

Enter configuration commands,
Z.

r12 (config) §]

one per line. End with CHNTL/ I

AN

[ ——

(Y. Yq) s

interface <Y (¢

e daanill ol (6 gl I JEBDU 0¥ 138 adiey adiial) axdineally Galad) (5 il Jala
AU 2y (Y V~)JS.&X\&ﬁwenterégw\gﬁd\au\g&ﬁhf‘wgﬁ\ KERWA |
Router(config-if)# Joa (e disal cilalae) e Joaall aad Y

el



¥ Routerd - [m] X

Router>enable

Routerfconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #inter

Router (config) #interface fast I
Rautertconfig]ﬂinterface fastEthernet 0/0 |

Router (config-if)#

Copy Paste

() Top

(7. 7)o

no shutdown LY (@

Al Jdil eV 138 padiiey aafiall podiuall (5 giue (e 2Ll Galaldl o il (5 giwal) Jal
(F. 7)) JSall 3 LS ad Dl dindll Ala puad Jaadl 5 enter le darall o je¥) (i

—a -
administratively down

$LINEPROTO-5-UPDOWN: Line protocol on Interface Fast
changed state to down

, -
’f’, 281 Router (config-if)#

Router (config-if)#
$LINK-5-CHRNGED: Interface FastEthernet(/0, changed

$LINEPROTO-5-UPDOWN: Line protocol on Interface Fast
changed state to up

Router (config-if)#

Copy

M

(Y‘_T\)d&&

shutdown _<¥! (1
slalay je¥) 138 aadiiy aatall aadiiall (5 glua (e BLL GaAl e 8l (5 il Jab
JSall A LS pead 2l Alla pad JaaDl g enterle bl A eV (i il
(Y. YY)

v



-
Router (config-if)#

$LINK-5-CHANGED: Interface FastEthernet0/0,

$LINEPROTO-5-UPDOWN: Line protocol on Interd

changed state to up
2811

T Route Router (config-if)

Router (config-if)#
%(LINK-5-CHRNGED: Interface FastEthernet(/0,
administratively down

$LINEPROTO-5-UPDOWN: Line protocol on Interd
changed state to down

M Tan

(Y‘_ VY) Ja
Ip address ¥ (V
glacy Y 12 PREIIR N 6 siall (e MLl Je Jaaesll U_c)sl\ o sl Jala
lp i< JUAll o e sl disdl subnetmask s Ip ol s
A sl dgal 5l 8 dasall ladll e 5 address192.168.1.20 255.255.255.0
(¥, ¥£) JSall 3 sa LS e dll 4Kl ¢ U 5 ol siall US43 43) aa

B Routero - ] X

Physical Cnnﬁs CLl Attributes

GLOBAL FastEthemet0/0
Settings
Algorithm Sitt\rvgs Port Status ; €
Bandwidth 100 Mbps () 10 Mbps (& Auto
BOUTING Duplex Half Duplex € Full Duplex (8 Auto
Stane MAC Address 0060.2F5D 3801
RIP
SWITCHING IP Configuration
VLAN Database e ) 167.168.1.20
NTERTACE Subnet Mask =P 255.255.255.0
FastEthernet0/0
FastEthernet0/1 Tx Ring Limit 10

Equivalent I0S Commands

e T
o erface fas

ace fastEchernet 0/0

ess 152.168.1.20 255.255.255.0 |

(Y. Ye) s

Copy running-config Startup-config s<¥! (A
Jal Al Glealdl cilalac) dadal pa¥) 138 aadiin Seal) aadiually paldd) aca gl Jala
Lis 3 5 S 13 e b enter e xall & e (iSi s et sall 3 SIA
(V. 7o) Sl 8 LS aslill o AT e e enter Gle daiall o5 Chalac )

A



i? Router(

ROUTEr>Copy Iu

Router>enable

Routerfcopy ru

Routerfcopy running-config st

Router#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[CK]

Router$

<« D

(J Top

Copy Paste

(Y. vo) J2s

Show startup-config ¥l (9

ada sisall Jleall clalae) G jal eVl 138 a0ty aeal) padiuall alAdl a5l Jala
LS Glalae ) JS U ekl enter (e bl & 0¥ iS5 pllatall pe 5 SIAN JA

(Y. Y1) Jsal B

® Routero = [u] X
Physical Config _CLI  Attributes
108 Command Line Interface
cef
ipve
P 1/x8
o
Copy Past
(] Top.

(Y. 77 J<G

Show running-config <¥! () «

Sleall @lalae ) aian cadal jea¥) 138 a0diy jaeall addiially alAl) i gl A0

S 13 e b enter (e ezl & e (iS5 et el 3 SIAN Jala A giaall

¢q

(F. YY) d8all & LS aslill 5 4T s 5e enter le daxall &5 cilalac Y Cada i



¥ Router0 - [m] X

Routerd

Router#

Router$

Router#

Router#

Router$

Router#

Router#

Router$

Router#

Router$

Router#

Router#

Routerferase st
Ruaterﬂerase startup-config
Erasing the nvram filesystem will remove all configuration files!
Contimue? [confirm]

[OK]
Erase of nvram: complete
%5Y5-7-NV_BLOCK INIT: Initialized the geometry of nvram
Router#
Copy Paste

[JTop

(Y. YV) =i
Enable password ¥/ ()

Jaly eVl S Gpaal) axdiia) aum g Alead 50k e 55 e AalS e LY eV I8 aadiny
& WS enter (e Jaxall & o pull a8l (G V) AUS sary adiiall aadiosally (alal) au gl
(Y. ¥¢) Jsa

¥ Router0 - O X

Router#

Router#

Router#

Routerferase st

Router#erase startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[OK]

Erase of nvram: complete

%5Y5-7-NV_BLOCE_INIT: Initialized the geometry of nvram
Router#

Router#

Router#

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fenable pa

Roa:er(:onfigi#enahle password 2010 |

Router (config)Fexit

Router#

£5Y5-5-CONFIG_I: Configured from console by console
5

Copy Paste

[ Top

(Y. YA) J<G

QJJJA\ZASQBSJ})A\MS@LM\LAmj)'M\eqsiumﬂ__auaul\c@;ﬂ;,p;oﬂdsqj
(Y. YA) JE PR LW il enter e arall



¥ Router0 - [m] X

Press RETURN to get started.

Bouter>en
Router>enable

Password:
Routers

Copy Paste

(J Top

(Y‘_V‘\)d&.i
JSE 3L jitia e sed oY) e somdl a0 et e slas (i se il e
(v. ™)

_? Router — O X

Router#show ru
Router#show running-config
Building configuration...

Current configuration : 666 bytes
1

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Router

H

1

enable password 2010 l
1

1
1

Copy Paste

(Y. v9) J

Enable secret »¥/ ()Y
Jala eV (S Gaaal) addtusall auim g Aglead 3 jidia g pe AalS (LG 5V 138 aadty
enter e bl &8 (5 puall 28 51 i< ) US pany paial) aadiially (aldl) aa )
Y o) sadal s el A G la QU daons 8 38l 5 el lalS ot )y g |
(Y. £) sl LS

0)
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Router>enable

Password:

Routerfen

Router#enable se

Router#enable se

Router#enable se

Router#enable se

Router#

Routergconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fen

Router (config) #enenable se

Router (config) # ble =&

Router (config)l#enable secret 2011

Router (config) #

Copy Paste

([ Tep

(V. 8) s
Aagill W el Yo Ve 3afe il s pall AalS LS a5l (5 5A0 5 e Jsaall L )i Ladie
(7. 8)) Jsa 8 LS

B Router0 = O X

Router>

Route n
Router>enable
Password:
Password:
Password:

% Bad secrets

Router>)

Copy Paste

J Tep

(Y“_i\)d&.i
(Y, £Y) U 3 LS aloga s yada urll ABLul) 5 yall 4alS (i paes e ghaall imse ol ie

W Router0 - O x

Current configuration : 713 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
1

hostname Router

1

1

!

enabkle secret 5 S1SmERrSENKaiTclZsvMRSSDaEvwT0l
enable password 2010

ip cef I

——More—-—

Copy Paste

(J Top

(Y. €Y) s

oy
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HTTP <lalac)

(Server) 48w ala aa aadd s e day a8 WA ¢ HTTP Glalae) Jascay o585 (S
. (web servern)ule e LS 5l (HTTP Server) g si ¢ 4l gl i il qdise e 5 i
(IP addresses) cnstic dliul s Leday ) any 3 jhadl AN paa g Al (YL €T) J3) LS

. (same IP class)—siall i (3 LagalSl

(<*. Logieal)( =] Physical | 7. v-s00

LY 10101011
2850, 265000
Lo i

SarerPT
oo Sorverd.

>Imflwe £ A7

E::

Qe e E=E

\'°R..u|n-'u (& simulation

FE=E LA

Atomatcaly Ghuoss Corracton Typs

(Y“_i?“)ds.;];

Sl e L et 8l ) Slea 8 A& R Guii i el il ol gial) bl &
G o i aDA e s Al 330 W Lelal (config) cuss ) caadi AlbA (e 3380 L jelad]

(F.88) Jill g s Wl ekl (FastEthernetO)

B Serverd — O <
Physical _ Confg  Services  Desdop  Programming  Attributes
—
GLOBAL FastEthernzt0
Settings
%
Algorithm Settings || | /" Sf2us on
e EELAE Bandwidth 100 Mbps () 10 Mbps (] Auto
[ ostethernem ]| | DU Half Duplex (&) Full Duplex [ Auto
WAC Address 0090.2850 881D
P Configuration
O pHep
@ Static
IPv4 Address. [10.1010.01] |
Subnet Wask [2s5.000 |
IPv6 Configuration
O Automatic
@ Static
PvAddress | i |
Link Local Address| FE80: 290:287F FES0'8810 |
[ 7ep

(Y.68) J<a



.(Subnet mask) s (IP Address) sl a s

AalS Al 50 e 23 S (SEIVICES) s e Al g 8 el 53 aaa (p gliad) Sl 22y
Lo 38 (HTTP)

S dl (HTTP and HTTPS) J1 i e (0ff) sl 51 (0n) s ey o) & s 5 i
(Lioedl) adal o gie e Llas 13 W elay (53l ool Y1 i Y1 a8 ga sy 33800 Jiud b
LS5 (HTML) 4] (8 Aoy 48 jaey dndiall Gl s juat (S g 40 dasd e s Jlea (61 (0
(7. £0) SN i et

¥ Serverd - [m] x
ysical g Services p  Progi g At
—
HTTP
HIIP 1
HCP HTTP HTTPS
DHEEVS @ on O off @® on O off
TFTR
DiE File Manager
sYSloG | | [ rename et oeee
AAA
TR 1 copyrights.html (edit) (delete)
EMAIL 2 escoptiogo177x111 jpg (delete)
FTP
e 3 hellowrorid.tml (edit) (delete)
T T 4 image html (sdit) (delete)
Radius EAP
5 index bt (edit) (delete)

New File Import

v eo) i
LS 5 4g i yall aulall Slea (0 (Web sfervc)ar) Gusll aala (N Jsdall dla ye I daas (Y1
e
(deSKtOp) w55 Leia i35 alae Y1 S50 gl saal 5 i ade il candal Jlen i
(TET) Al LS ade i (web browser) () i

¥ pco - o X

Physical ~ Config _[Deskiop]  Programming  Attributes

P Dial-up
Configuration

Prompt

0¢

(o) ; = =
PC Wireless VPN Traffic Generator MIB Browser

PPPOE Dialer

Cisco IP Communicaf tor

I IPv6 '
= J
IPv6 Firewall




(T.EY) IS 5 LS Ul el adde ) e

¥ pco [m] x
Physical  Config Deskiop  Programming  Aftributes
T

[ Top

(Y“_é\/)ds.;];

o LS Ul edil eiliall a1 G (ENtEY) Lo S 51 (0) (ol s Sl ol sie S
(T.6A) Jga

L4

Physical  Config _ Desktop  Programming  Attributes
T T e—

URL nttp:7710.10.10.11

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open

Quick Links:
A small page
Copyrights
Image page
Image

O op

(Y. €A) J<a



e N Gl sie Aiil s Server i s PCocula Sl (e 40586 4805 oLl

(10.10.10.12) PC J> o
(10.10.10.13) Server a2a o

.PC = web browser u=_~! Server HTTP &lalac) Javal &3 (e

s Jal)

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open

Quick Links:

10.10.10.13
10.10.10.12

g1

PC-PT Server-PT
PCo Server0

(Y. £9) J

- DNS lalac)

DNS JsS 5350 sa 5 daladiul g ailalae ) Japia 488 5 aaa J S5 0 e o patin

2sa N Jsaall Lol s HTTP wlalael L& e &5 (Domain Name System)
LSl o)) siall Loy 55 3 (Server [P Address) il of sic i€ Wla i sl b e yuy)
elansl aadi Lail g 4y g yIV) a8l all () Jsaall Al W) axdcins ¥ <o oD agadall aladin) 8
iy caS (Sls (.com, .org, .net, .info, ...etc.) axlill Gal sl asly g5 (Www) < fass

YEIR)

arall Lguazy (o a3 Y (s AV ASLAl Gl S5 sl gl () Sl palite g didl e 2y
S oSy (IP addresses) ai_¥! ahaiiul JUA (e VI panll Leiany Joali o) aakains ¥
CR0A o s (A (DNS) JsS 5850 plasindy Aol €4l Jiaal) o8 1 ) aly ot g sl JB0) Sy
o) (pendiiaall J8 (e 4l a5l Jgaad a0 sedall ansll aliia s ) sie JS (5 5ian Jsoa
(Y.00) JRAN 8 LS Al 3,80 oy 3 Ay

01



192.168.1.2
192.168.1.1 2552552550
2552552550

_/Q-, e e 4— S

PC-PT

PCO 2950-24 Server-PT
Switch0 Serverd

(r.o0) g2

Default Getaway lalae) Jasiay o 685 ¢ 58l g gulall o gliall Jasiay o 685 Ol a2y g
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Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
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Connect

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Gonnect button below.

Site Information )

Wireless Mode Infrastructure
Network Type Mixed B/G/N
Radio Band  Aute

Security WPA1T-PSHK

MAC Address 0001.42E5EB0E

I Refresh Connect
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